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DNS introduction in BE lorawan.net ac- 2019 2022

specs quired Afnic PoC DNS-based PKI demo

JoinEUI & NetID for DNS service (18 months) IETF 115 (Afnic)
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2017 2018 2020 2025
Backend Interface - Afnic delegated DevEUI + JoinEUI Plug & Play API TF
v1.0 NetID & JoinEUI zones (TS002-1.1.0) (Backend, DNS, P&P)
(JoinEUI & NetlD reso- DNS Task Force

lution)



Recommendations & Specifications where DNS is mentioned

Technical Recommendations Technical Specifications
- DNS Operator - Backend Interfaces Technical
- Zero-Touch Onboarding Specification

TS002-1.2.0
- Automated Device Profile Download

- End-Device Capabilities API

- Mutual authentication for Backend
Components



DNS-based Usages

Network & Roaming
- Join resolution using JoinEUI

- Roaming using NetID

Zero-Touch Onboarding
- Lookup JS using DNS
- Lookup DPS

Device Manufacturing
- Batch manufacturing for multiple
operators
- Same device batch, different
end-users

Security
- Mutual authentication between
NS-GW
- Without relying on a CA vendor



DNS Delegation

DNS Operator

ns1.example.net
ns2.example.net

netids.example.net

ns1.example.com
ns2.example.com

example.net

ns1.example.net
ns2.example.net

euis.example.net

ns1.example.com
ns2.example.com

vendors.example.net

ns1.example.net
ns2.example.net

LoRa Alliance Member

J

!

60050a.netids.example.net

€.5.0.0.0.0.euis.example.net

42.vendors.example.net

@
@

IN A 192021

IN A 192022

£.2.0.0.0.0.0.001. IN A 192.0.21 @

IN CNAME dps.example.com.

£.2.0.0.0.0.0.0.0.1. IN A 192022

Source: DNS Operator Technical Recommendation




DNS Subzone Changes

LoRa Alliance
Admin

LoRa Alliance Member LoRa Alliance

(Technical Contact) Member Portal DNS Operator

1. Submit Change Request

| 2. Notify Change Request

3. Verify
4. Publish Revision Identifiers

5. Request Latest Revision

6. Return Latest Revision

' 7. Update DNS
Nameserver Records

Source: DNS Operator Technical Recommendation



DPS Resolution

hNS DPS

1. Determine DPS URL

2. GetEndDeviceProfileBylD

return DeviceProfile

Source: End-Device Capabilities API Specification (The hNS can use DNS [TS002] to lookup the Device Profile Server IP address or hostname using a

given VendorID [TRO05])



Zero-Touch Onboarding

3. Claim end-device with Cli
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Source: Zero-Touch Onboarding Technical Recommendation




Mutual Authentication
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Thank You

Contact: sandoche.balakrichenan@afnic.fr

Questions?
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