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Zero trust definition
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• NIST SP 800-207 – Zero Trust Architecture 



Key Sharing Journey-map in IoT
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Challenge (e.g. LoRaWAN use-case)
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LoRaWAN 
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Mutual authentication using self-signed certificates
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Cf. The API enforces Client Certificate 
Validation on all incoming connections



Issues with Web PKI
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• CA bundle not available in most cases 

• Web PKI CA adds Cost –> Possible Solution: Self-Signed 

• Private PKI – Since the trust is based on a single Root CA 



DANE Primer
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DANE Client authentication with TLS 1.3
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TLS Handshake start
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Afnic’s Vision for IoT using DNS
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