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afnic-| 1:>s  DNS design idea

“A name indicates what we seek. An address indicates where it is.

A route indicates how we get there.”
—Jon Postel, RFC 791




W‘ Labs

1 Nam{ryC’omemﬂmr

IETF is the SDO

- Domain names, URI
- IP Addresses (IPv4/IPv6)

3. Resolution

Identifiers

e |abs.afic.fr
» labs@afnic.fr

Eco-system for the Domain Name Service

2y mﬁy
2.1 Dowmain rgglary 22 mﬂ-ﬁrw
) e
- - |

' ' | | l | |
| fr | o AFNIC APNIC | |RIPENCC ARN LACNIC

| | | | | |
wikipada URISP | | LRISP LRISP LRISP LRASP

| | | | | |
End User EndUser | End User End Ussr = EndUser




anic-| =>s A classical Internet use-case
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anic-| 1=>s  User -> Web browser

« User types the domain name ‘iot.rd.nic.fr’ in the browser tab

* The browser searches for the domain’s IP address in its
cache

* |f the IP address is not found, it asks the OS to resolve the
domain’s IP address



afnic-| .=  Web browser -> Stub resolver

Web Browser

«iot.rd.nic.fr» ?

Stub
resolver

0sS

nsswitch.conf | WEEEE files mdns4 minimal [NOTFOUND=return] dns

/etc/hosts

letc/resolv.conf

Requéte DNS

sandoche@sandoche:~$ cat /etc/
localhost
sandoche

$ cat /etc/resolv.con

nameserver 200.115.176.23



afnic-| L. Recursive vs lterative Query
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W ‘ Labs

A view from Wireshark for ‘iot.rd.nic.fr’

(W [dns

No.

Time

‘Source

Destination

Protocol Lengtt Info

24 3.376011715
25 3.376021563
26 3.379320157
27 3.380517233
28 3.381544874
29 3.391674065
41 5,392571756
42 5.411132162
43 5.411946369
44 5,411980870
45 5,415349166
46 5.416142770
47 5.416716514
48 5.419495700
49 5,419711439
50 5.422549781
51 5.422971970
52 5,422990827
53 5.426147434
54 5.426925883
55 5.427417215
56 5.427448224
57 5.430539041
58 5.431322099
59 5.431560886
60 5.431575483
61 5.434645906
62 5.434653449
63 5.434917518
64 5,439661822

10.10.86.48
10.10.86.48
10.10.50.163
10.10.86.48
10.10.50.162
198.41.0.4
10.10.86.48
193.176.144.22
10.10.86.48
10.10.86.48
10.10.50.163
10.10.50.163
10.10.86.48
10.10.50.163
10.10.86.48
10.10.50.163
10.10.86.48
10.10.86.48
10.10.50.163
10.10.50.163
10.10.86.48
10.10.86.48
10.10.50.163
10.10.50.163
10.10.86.48
10.10.86.48
10.10.50.163
10.10.50.163
10.10.86.48
192.134.0.49

10.10.50.162
10.10.50.163
10.10.86.48
198.41.0.4
10.10.86.48
10.10.86.48
193.176.144.22
10.10.86.48
10.10.50.163
10.10.50.163
10.10.86.48
10.10.86.48
10.10.50.163
10.10.86.48
10.10.50.163
10.10.86.48
10.10.50.163
10.10.50.163
10.10.86.48
10.10.86.48
10.10.50.163
10.10.50.163
10.10.86.48
10.10.86.48
10.10.50.163
10.10.50.163
10.10.86.48
10.10.86.48

DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS

70 Standard query 0x8666 NS <Root> OPT
70 Standard query ©x8666 NS <Root> OPT
599 Standard query response 0x8666 NS <Root> NS m.root-servers.net NS b.root-servers.net NS k.root-servers.net N
84 Standard query 0x69a2 A iot.rd.nic.fr OPT
1139 Standard query response ©x8666 NS <Root> NS a.root-servers.net NS b.root-servers.net NS c.root-servers.net N
771 Standard query response 0x69a2 A iot.rd.nic.fr NS e.ext.nic.fr NS f.ext.nic.fr NS g.ext.nic.fr NS d.nic.fr N
84 Standard query 0x724f A iot.rd.nic.fr OPT
580 Standard query response 0x724f A iot.rd.nic.fr NS ns3.nic.fr NS nsi.nic.fr NS ns6.ext.nic.fr NS ns2.nic.fr N
70 Standard query 0x5cf6 A ns3.nic.fr
70 Standard query 0x7830 AAAA ns3.nic.fr
352 Standard query response @x5cf6 A ns3.nic.fr A 192,134.0.49 NS nsi.ext.nic.fr NS nsi.nic.fr NS ns2.nic.fr NS 1
352 Standard query response 0x7830 AAAA ns3.nic.fr AAAA 2001:660:3006:1::1:1 NS nsl.nic.fr NS ns6.ext.nic.fr NS r
70 Standard query Oxea33 A nsi.nic.fr
352 Standard query response ©xea33 A nsi.nic.fr A 192.134.4.1 NS ns3.nic.fr NS ns2.nic.fr NS ns6.ext.nic.fr NS ns
70 Standard query ©xbc5a AAAA nsi.nic.fr
352 Standard query response @xbcba AAAA nsi.nic.fr AAAA 2001:67c:2218:2::4:1 NS ns6.ext.nic.fr NS ns3.nic.fr NS 1
74 Standard query 0x0842 A ns6.ext.nic.fr
74 Standard query 0x8704 AAAA ns6.ext.nic.fr
352 Standard query response 0x0842 A ns6.ext.nic.fr A 130.59.31.29 NS nsi.nic.fr NS ns6.ext.nic.fr NS nsi.ext.nic
352 Standard query response 0x8704 AAAA ns6.ext.nic.fr AAAA 2001:620:0:ff::2f NS nsi.ext.nic.fr NS ns3.nic.fr NS
70 Standard query 0x5353 A ns2.nic.fr
70 Standard query 0x7364 AAAA ns2.nic.fr
352 Standard query response 0x5353 A ns2.nic.fr A 192.93.0.4 NS ns2.nic.fr NS nsl.nic.fr NS ns6.ext.nic.fr NS nsi
352 Standard query response 0x7364 AAAA ns2.nic.fr AAAA 2001:660:3005:1::1:2 NS ns2.nic.fr NS nsi.ext.nic.fr NSt
74 Standard query 0xb684 A nsi.ext.nic.fr
74 Standard query 0x94f2 AAAA nsl.ext.nic.fr
352 Standard query response 0xb684 A nsi.ext.nic.fr A 193.51.208.13 NS ns6.ext.nic.fr NS nsl.nic.fr NS ns3.nic.fi
131 Standard query response 0x94f2 AAAA nsi.ext.nic.fr SOA dnsmaster.nic.fr
ic



| Levs Wireshark view - Layers

w Frame 27: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface 0
Interface id: © (enp@s25)
Encapsulation type: Ethernet (1)
Arrival Time: Sep 6, 2018 10:08:13.400007000 CEST
[Time shift for this t: O. 1
Epoch Time: 1536221293.400007000 seconds
[Time delta from previous captured frame: 0.001197076 seconds]
[Time delta from previous displayed frame: 0.001197076 seconds]
[Time since reference or first frame: 3.380517233 seconds] v -
Frame Number: 27 —I|'encapsulation de trame
Frame Length: 84 bytes (672 bits)
Capture Length: 84 bytes (672 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:dns]
[Coloring Rule Name: UDP]
[Coloring Rule String: udp]
w Ethernet II, Src: Dell dl1:5c:b® (f8:b1:56:d1:5c:b0), t: PaloAlto _©0:01:35 (©©:1b:17:00:01:35)
» Destination: PaloAlto 00:91:35 (00:1 7:00:01:35) ~
» Source: Dell d1:5c:b@ (f8:b1:56:d1:5c:b0O) En-téte Ethernet
Type: IPv4 (Ox0800)
w Internet Protocol Version 4, Src: 10.10.86.48, Dst: 1! .41.0.4 —_—
0100 .... = Version:

.... 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: Ox00 (DSCP: CS®, ECN: Not-ECT)
Total Length: 70
Identification: Ox8771 (34673)
Flags: 0Ox00
Fragment offset: O
Time to live: 64
Protocol: UDP (17)
Header checksum: @xccce [validation disabled]
[Header checksum status: Unverified]
Source: 10. 86.48
Destination: 198.41.0.4
[Source GeoIP: Unknown]
» [Destination GeoIP: United States, AS36631 VeriSign Global RegistTiy 3ervices, Sterling, VA, 38.988098, -77.475502]
w User Datagram Protocol, Src Port: 46148, Dst Port:
Source Port: 46148
Destination Port: 53
Length: 50 UDP
Checksum: ©x26ab [unverified]
[Checksum Status: Unverified]
[Stream index: 9]
~ Domain Name Systen (query)
[Response In:
Transaction ID Gx69a2
Flags: 0x0020 Standard query
Questions: 1
Answer RRs: ©
Authority RRs: @
Additional RRs: 1
« Queries
- jot.rd.nic.fr: type A, class IN
Name: jiot.rd.nic.fr
[Name Length: 13]
[Label Count: 4
Type: A (Host Address) (1)
Class: IN (O0x0001)
~ Additional records
« <Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 4096
Higher bits in extended RCODE: ©0x00
EDNS® version: 0
Z: ox8000

4... .... .... .... = DO bit: Accepts DNSSEC security RRs
.00 00O 00Ee 0Ee = Reserved: OxBG000
Data length: ©




apnic-| 1= Wire format - DNS

Hlen ToS

Pkt. Length

Identification

Fragment offset

Protocol

Header checksum

Source = 10.10.86.48

Destination = 10.10.50.163

Source port = 46148

Destination port =53

UDP length

UDP checksum

Query ID = 0x8666

Flags

Question Count =1

Answer Count=0

Authority Count =0

Additional Count =0

Qu

IP adresse pour iot.rd.nic.fr?




DNS Packet structure
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afnic-| L=>s  Resolver -> DNS root

Query ID = 0x8666

Question count=1 | Answer count=0 ESQI‘VQUI‘ Racine (.)

Authority count = 0 | Additional count=0 E

Qu A record pour iot.rd.nic.fr?

®
|§[/L «iot.rd.ric.fr»'g =)

Résolveur
récursif

—> Requéte récursive

<€——— Requéte itérative




c-| 12vs  Root -> Resolver

;.:’,..Serveur Racine (.)

/ «iot.rd.nic.fr» 7 -I::: w ¥ o l
> Query ID = 0x8666 0Ojojo ojojo
‘ 1 : . >

7 Question count = 1 Answer count =0
Résolveur
récursif
Qu A record pour iot.rd.nic.fr?

—_—> Requéte récursive fr: type NS, class IN, ns d.ext.nic.fr

fr: type NS, class IN, ns d.nic.fr
fr: type NS, class IN, ns e.ext.nic.fr
. A A : fr: type NS, class IN, ns f.ext.nic.fr
" Requete Iteratlve tr: type P_~l§ c}ass ;N ns g.ext.nic.fr

d.ext.nic.fr: type A, class IN, addr 192.5.4.2

nic.fr: type A, class IN, acdr 194.0.9.1

ext.nic.fr: type A, class IN, addr 193.176.144,22

ext.nic.fr: type A, class IN, addr 104.145.106.46

ext.nic.fr: type A, class IN, addr 194.0,36.%1

ext.nic.fr: type MMM, class IN, addr 2081:509:2e::2

nic.fr: type AAMA, class IN, addr 2081:678:c::1

ext.nic.fr: type MMM, class IN, addr 22€0:d78:0:102:193:176:144:22
ext.nic.fr: type AWM, class IN, addr 20€1:67c:1640:11::53
.ext.nic,fr: type AMMA, class IN, addr 2061:673:4c::1

W@ D OO 4D o




afic-| L= Resolver -> ‘fr' Authoritative server

=Serveur Racine (.)
2
® \
/ «iot.rd.nic.fr» 2 - n Serveur Registre (.fr)
>
‘ 7l 1
Résolveur auer 1D = 0xe0a0 1o I
— - - =
récursif e o0jojoj1fojojo
Question count = 1 Answer count =0
—_— Requéte récursive Authority count =0 | Additional count=10
n .y . Qu A record pour iot.rd.nic.fr?
Requeéte itérative



apnic-| Lavs

q1

Cdd

«iot.rd.nic.fr» 7

1

Résolveur
récursif

fr Authoritative Server -> Resolver

Serveur Racine (.)

-Eﬂ .
Serveur Registre (.fr)
-Eﬂ

Query ID = 0xe0d0

000.000

Qu

Question count =1

A record pour iot.rd.nic.fr?

Answer count=0

nic.
nic.
nic.
nic.
nic.

fr:
fr:
fr:

fr:

type NS,
type NS,
type NS,
. type NS,
type NS,

class IN, ns nsi.ext.nic.fr
class IN, ns ns3.nic.fr
class IN, ns ns2.nic.fr
class IN, ns ns6.ext.nic.fr
class IN, ns nsi.nic.fr

nsi.

ns2.
ns3.
ns6.
nsi.
ns2.
ns3.
nsé.

ext.

.nic.

nic.
nic.
ext.
nic.
nic.
nic.
ext.

nic.
fr:
fr:
fr:
nic.
fr:
fr:
fr:
nic.

fr: type A, class IN, addr 193.51.208.13
type A, class IN, addr 192.134.4.1

type A, class IN, addr 192.93.0.4

type A, class IN, addr 192.134.0.49

fr: type A, class IN, addr 130.59.31.29

type AAAA, class IN,
type AAAA, class IN,
type AAAA, class IN,

fr: type AAAA

class

addr 2001:67c:2218:2::4:1
addr 2001:660:3005:1::1:2
addr 2001:660:3006:1::1:1
IN, addr 2001:620:0:ff::2

£

17



W‘ Labs

@
F\

Resolver -> ‘nic.fr’ authoritative server

«iot.rd.nic.fr» ?

Résolveur
recursif

>
1

Serveur Racine (.)

Serveur Registre (.fr)

e (I

Serveur autoritaire (nic.fr)

Query ID = Oxe1a3

0

(=]
p—

0100E

o

Question count =1

Answer count =0

Authority count =0

Additional count =0

Qu A record pour iot.rd.nic.fr?

18



apnic-| Labs

;

/4

‘nic.fr’ authoritative server -> Resolver

«iot.rd.nic.fr» 2

&
1
Résolveur
récursif

N

Serveur Racine (.)

Serveur Registre (.fr)

Serveur autoritaire (nic.fr)

Query ID = Oxe1a3 ojo 0.0 OIO

Question count =1 Answer count =0

Qu A record pour iot.rd.nic.fr?

rd.nic.fr: type NS, class IN, ns ns3.nic.fr
rd.nic.fr: type NS, class IN, ns ns2.rd.nic.fr

ns2.rd.nic.fr: type A, class IN, addr 192.134.4.81
ns2.rd.nic.fr: type AAAA, class IN, addr 2001:67c:2218:3::1:7
ns3.nic.fr: type A, class IN, addr 192.134.0.49

ns3.nic.fr: type AAAA, class IN, addr 2001:660:3006:1::1:1

19



W‘ Labs

Resolver -> ‘rd.nic.fr’ authoritative server

Serveur Racine (.)

Serveur Registre (.fr)

e (A

«iot.rd.nic.fr» 2 6

Serveur autoritaire (nic.fr)
&
1
Résolveur
récursif

8| -Serveur autoritaire (rd.nic.fr)

Query ID = 0x229a o| 0

o

oj1]0jo0jo

Question count =1 Answer count =0

Authority count =0 | Additional count=0

Qu A record pour iot.rd.nic.fr?

20



apnic-| L:os  ‘rd.nic.fr’ authoritative server -> resolver

. . 6
«iot.rd.nic.fr» 2
&
1 =) -
Résolveur
récursif

Query ID = 0x229a

Question count =1

A record pour iot.rd.nic.fr?

iot.rd.nic.fr: type A, class IN, addr 192.134.4.84
iot.rd.nic.fr: type RRSIG, class IN

rd.nic.fr: type NS, class IN, ns ns3.nic.fr
rd.nic.fr: type NS, class IN, ns ns2.rd.nic.fr

ns2.rd.nic.fr: type A, class IN, addr 192.134.4.81
ns2.rd.nic.fr: type AMA, class IN, acdr 2001:67¢:2218:3::1:7

21



apic-| L= Privacy

themselves or information about themselves, and thereby express themselves
selectively.

Source: hitpswikipedia.org
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afnic-| L= Privacy in DNS il AU s S
\ory =
 Clear text \ =] *i /.
= [
— = PHieas

* DNS resolution is quite talkative

Source: ISP Column September 2018

 DNS information could be used for Business intelligence as
well as surveillance

15:29:24.409283 IP6 2001:67c:1348:8002::7:107.10127 > \
2001:4b98:dc2:45:216:3eff:fedb:8ch5b.53: 32715+ [lau]

AAAA? www.armenpress.am. (46)

\

23



anic-| == Inference from DNS queries

Device DNS Queries

Sense Sleep Monitor hello-audio.s3.amazonaws.com
hello-firmware.s3.amazonaws.com
messeji.hello.is
ntp.hello.is
sense-in.hello.is
time.hello.is

Nest Security Camera nexus.dropcam.com
oculus519-vir.dropcam. com
pool.ntp.org

WeMo Switch prodi-fs-xbcs-net-1101221371.

us-east-1.elb.amazonaws.com
prodl-api-xbcs-net-889336557.
us-east-1.elb.amazonaws.com

Amazon Echo ash2-accesspoint-a92.ap.spotify.com
audio-ec.spotify.com
device-metrics-us.amazon.com
ntp.amazon.com
pindorama.amazon.com
softwareupdates.amazon.com

Source: A Smart Home is No Castle: Privacy Vulnerabilities of Encrypted loT Traffic




apnic-| L:>s  Efforts to improve Privacy in DNS

« RFC 7626 — DNS privacy considerations

« RFC 7816 — DNS Query name minimisation to improve
privacy

« RFC 9156 — Obsoletes RFC 7816

25



W‘ Labs

With QNAME minimisation

/
|o’r rd.nic.fr’ -L/ =

I 190134484 -“ ~~~~~ rd.nic. fr
| Teal e E:I ‘nic.fr’
N /Of -
\\C/‘}’

\\
-s i
- rd.nic.fr

26



apnic-| 1:vs  Configuring QNAME minimisation

 BIND - gname-minimization - (off, relaxed, strict)
 Unbound — gname-minimization — (yes,no)

* Knot — NO_MINIMIZE —(on,off)




afnic-| .- QNAME minimisation in action

/Users/sandoche $ dig @ns2.vainavi.net +nodnssec +short TXT gnamemintest.internet.nl
a.b.gnamemin-test.internet.nl.
"NO — QNAME minimisation is NOT enabled on your resolver :("

/Users/sandoche $ dig @ns8.maharashtra.gov.in +nodnssec +short TXT gnamemintest.internet.nl
a.b.gnamemin-test.internet.nl.
"HOORAY - QNAME minimisation is enabled on your resolver :)!"




afnic-| 1= DNS

Client Side Server Side -
Authoritative
Name Servers

_lient Browser

’
’
’
’
’

User queries hidden User identities hldden
from operator from operator

ODNS Stub

Source: Oblivious DNS: Practical Privacy for DNS Queries




afnic-| =>s  Attack scope in Web resolution

e
N

Step 3: The Browser
validates the Certificate
obtained with the CA
mentioned in the
certificate

Step 1: IP Address of
the domain requested

A web browser comes with
a default list of CA’s and this
list could grow (some
articles mentions that this
list could be upto 1500)

Step 2: Obtainsthe
web certificate to start
the secure
communication




apnic-| 1=>s  DNS Spoofing

J

L\
Site frauduleux

L'internaute

Serve DNS

Fx
=

Ma ba nque.com




apnic-| 1=>  DNSSEC Trust chain - Creation

Zone".
DNSKEY RR (KSK)

DNSKEY RR (ZSK)

RRSIG (DNSKEY RRset )
®
®

> DS of ".com Hem—
RRSIG of DS ".com" 1>
Zone ".com"

DNSKEY RR (KSK)

DNSKEY RR (ZSK)

RRSIG (DNSKEY RRset )
L)

®
> DS of "example.com” =
RRSIG of DS "example.com";
Zone "example.com”
DNSKEY RR (KSK)

DNSKEY RR (ZSK)
RRSIG (DNSKEY RRset )
®

e
ARR
RRSIG (A RR)




apnic-| 1=>  DNSSEC Trust chain - Verification

l Racine DNS (*.%) l

Lom

I
()

g
g_
=
2
5




/Users/sandoche $ dig DS afnic.fr +trace

; <<>> DiG 9.10.6 <<>> DS afnic.fr +trace
;3 global options: +cmd

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS

518372 1IN NS .root-servers.net.

518376 1IN RRSIG NS 8 0 518400 20231112050000 20231030040000 46780 . KOSvh8dmDkcY@7@FSYz+vAKH6BC+ZR4nGbEUOp LshkZZX470FXFpsHTI /LiU7G7KXp6gE+g+QDcHk/HPE1jGFNY5RwvzQaCjHGGO63
ypr+Hu31vJ OSRO3fSWm1FALKZOEFNI2aIfpxY/1S8xc2HzZmHuneQcp7mTY7i+Kt0Y z81jk2jQbdCjHYPg/AgIPtF2+507LnFScSCTw+z0VFYFktoPHyy/wDIk 3GOVQQIQG5+1kjn7YZ11lyuyxiSqJhql+7tSkrL3AKhA4fItynJcBbZsw dg3mVHPfARjUjby2WNt/M
2clERo0+W/zYsZpkKamUpvTNm6gYnnt2xUV 8F5/0w==
;3 Received 1109 bytes from 10.1.50.163#53(10.1.50.163) in 20 ms

. root-servers.net.
. root-servers.net.
. root-servers.net.
. root-servers.net.
. root-servers.net.
.root-servers.net.
.root-servers.net.
. root-servers.net.
. root-servers.net.
. root-servers.net.
. root-servers.net.
. root-servers.net.

m
g
1
i
j

b
e
a
d
k
h
T
C

172800 1IN NS foextunic.tr.

172800 1IN NS d.nic.fr.

172800 1IN NS e.ext.nic.fr.

172800 1IN NS g.ext.nic.fr.

86400 IN DS 29133 13 2 1303E8DABFB60DB50OD5BEA1EESDCIA2BCCI3DFE2FC43D346576658F ECCF5749

86400 IN RRSIG DS 8 1 86400 20231112050000 20231030040000 46780 . OLTR+EzZjrUdYBEhg04gAq3cgupnnuR3rP83+t6x0Jz4ppKMw+gdBIT3 V57PE1jOLe+UeWp7L9UMvLqjhKB1DUY35h8g/yk8GZGA85S
1/YIiQaN9 Got4nvnMbgnfyXhHwpnk5BQFghSirHybzGd26TBXcn/Q2eh2WQ916Kd/ EKaUn7fnmzTkp62K9H/ rVxvt6H10s LIWQEOFKh8qvuf3vgwal/STVU+j VzsUxUjG6WBDWSPDEEkEsasE41iw3f9UNBgaNliM1tcnPHeQ7fa2+CUl V8X7tL41V/rdFPpwIRIgol
KgjeUp8Th1lLGFPFPh1KVYNNn73grNGp8t+8 zisv8Q==
;3 Received 628 bytes from 202.12.27.33#53(m.root-servers.net) in 11 ms

3600 IN DS 53080 13 2 EF2DCOC8CF1FDF2994E8C771EQF871949B83AF41A1BF594B484677F5 A85A657B
3600 IN RRSIG DS 13 2 3600 20231119153910 20230915134840 60747 fr. PuOWQnOQ5R+g1l6RCVHYVWOomQ5te4I/I7AW300BVXNppiSNAm47Gsde 9jdbUI6ao6KkAkzoQAbSrirn7VyoG/w==
;3 Received 183 bytes from 194.146.106.46#53(f.ext.nic.fr) in 17 ms




aﬁuc,‘ s DNS

/Users/sandoche $ dig afnic.fr +dnssec

; <<>> DiG 9.10.6 <<>> afnic.fr +dnssec
; global options: +cmd
; Got answer:

; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 15666
; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

; OPT PSEUDOSECTION:
; EDNS: version: @, flags: do; udp: 1232
;3 QUESTION SECTION:
;afnic.fr. IN

;3 ANSWER SECTION:
afnic.fr. A
afnic.fr. RRSIG

;3 Query time: 55 msec
;3 SERVER: 10.1.50.163#53(10.1.50.163)
;3 WHEN: Mon Oct 30 ©9:20:58 CET 2023
;3 MSG SIZE rcvd: 157

192.134.5.37
A 13 2 600 20231127165743 20231028210743 50425 afnic.fr. ASrDVLjlkCNgUQ+IBZxxmm2mhHQeGgDUMHCR3L5/Pb+UBbhvMmSu8UcU xYJgfvTC4jiasCnsMcIUOIbDMPTkAw==
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apnic-| 1> X.509 Certificate validation — attack scope




7 ‘Labs CA Caerlificate

Certificate Viewer: "www.afnic.fr"

General I D_etailsl

This certificate has been verified for the following uses:

Issued To
Common Name {CN) ?m ﬂ b
Organization {O) AFN

Organizational Unit {OU)  AFNIC
Serial Number 11:27:62:28:75:37:26:C9:9F:B5: 1F:6F:28: AB: 74:F2:7B:46

Issued By

Common Name {CN) < EEYNECTIS Extended Yalidation CA >
Organization {O) Cer

Organizational Unit {OU) Entity of KEYNECTIS for CA services

validity

Issued On 4/11/2011
Expires On 3/11/2013
Fingerprints

SHA1 Fingerprint (7D:7C:21:BC: 11 1A:A6:58:05:63:76: 2E:28:C9:80:95:D8:76: 2|
MDS Fingerprint FD:F4:BA:BC:EC:D3:C8:54:51:AD: AB:BS:D8: A3:DAFA




W‘ Labs

CA Rooft Ceriificates - The problem of many
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afnic-| 1-> Comodo attack

ISP
resolver

Ask the ISP resolver,

« mail.google.com » IP . ANSWER SECTION
i"nail.google.com 604800

INA10.10.10.20 Relayed Real Google
server

CA Handshake OK Spoofed
Google server

7 User Credentials sent

WEB BROWSER User able to read mails




afnic-| 1=>s  DNS Authentication of Named Entities

« Atthe IETF

DANE Use Case — RFC 6394

DANE Protocol — RFC 6698

RFC 7671 — Obsoletes 6698

Uses — s/IMIME, POP3, IMAP and SMTP
Web use-case not successful

DANCE WG in progress




TLSA Resource record

Transport « dane.rd.nic.fr» fingerprint

s T e e,

0  Exactmatch
1 SHA-256 hash of the selected content
2  SHA-512 hash of the selected content

0  Full certificate
1 Subject Public Key Info (Explained in RFC 5280)




apmic-| ..o Certfificate Usage

* Must pass PKIX validation (Usage 0/1)
« Usage 0 - Certificate Authority pinning ( e.g. Validate only with

« Keynectis » for www.afnic.fr)

« Usage 1 — Certificate pinning (e.g. Validate only with the
specific certificate (e.g. RSA with MD5) from « Keynectis » for

www.afnic.fr)
* A new trust anchor is added (Usage 2/3)

« Usage 2 — ( e.g; AFNIC creates its own CA and wants it to be
trusted)

« Usage 3 — Self-signed certificates

42


http://www.afnic.fr/

apnic-| .:>s How DANE could secure the last hop?

obtained from the DNS Step 1: IP Address and
Zone the TLSA record of the

Step 3: The Browser
validates the Certificate
domain requested

There is only one CA for
the domain which isit’s

parent

Step 2: Obtainsthe
web certificate to start
the secure
communication




afnic-| 1:>s  DANE Usage in loT

draft-ietf-dance-client-auth-00
TLS Client Authentication via DANE TLSA records

draft-ietf-dance-tls-clientid-00
TLS Extension for DANE Client Identity

Verify Client & Server @
Certificate against 7\

TLsARRinthe ONS R R

® & o
DNS

Enables using self-signed certificate with multiple Root CA’s




anic-| 1:>s  Need for Encryption

« RFC 7626 — DNS is too talkative

» Resolvers can lie

% python resolve-name.py -r 500 -c TR www.etha.com.tr
Measurement #2905528 for www.etha.com.tr/A uses 32 probes
[213.14.227.50] : 5 occurrences

[195.175.254.2] : 6 occurrences

[176.9.34.7] : 20 occurrences

% python resolve-name.py -r 500 -c DE www.etha.com.tr
Measurement #2905529 for www.etha.com.tr/A uses 498 probes
[ERROR: REFUSED] : 3 occurrences

[ERROR: SERVFAIL] : 3 occurrences

[176.9.34.7] : 463 occurrences

Source: https://gist.github.com/bortzmeyer/10fe2900c59068bb0c78




W ‘ Labs

DNSCurve
Draft

DNSCrypt
public release

DNS Encryption timeline

RFC 7258
Pervasive Monitoring

as Attack

Chrome
auto-upgrades
to DoH

RFC 8094

DNS-over-HTTPS

RFC 7858
DNS-over-TLS

DNS-over-QUIC
first Draft

Mozilla defaults
to DoH (US)



apnic-| 1:>s  Adding encryption fo DNS resolution




W‘ Labs

DoT - Encrypted communication

.
7 Rooft .

A 7~
\y\( //
-
7~

7~ \ P 4 i )
- ickl _——— TLD ‘.fr

® Jot.rd. mcfr g o A -
|§ 192.134.4.84 -“ ~~~~~ 'rd.nic. fr

—
— —
—
—
— —

D \\
| ~x e i
@ - rd.nic.fr
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apnic-| 1=>s  DoT in action

Client

SYN

ACK
Client Hello Server Hello

Key Share Key Share
Certificate
Finished

Finished
DNS Query

DNS Responsa




afnic-| L:os  Configuring DoT

tls myt 1s { varfunbound/etc/unbound.conf
cert-file "/etc/bind9/fullchain.pem";
key-file "/etc/bind9/privkey.pem";

# CA Certificates used for forward-tls-upstream (RFC7858) hostname

# verification. Since it's outside the chroot it is only loaded at
}' # startup and thus cannot be changed via a reload.
tls-cert-bundle: "/etc/ssl/cert.pem"
options {
directory "/var/cache/bind";
querylog no;

# Use an upstream DNS-over-TLS forwarder and do not fall back to cleartext
# if that fails.
orward-zone:

auth-nxdomain no; e

dnssec-validation auto; forward-tls-upstream: yes # use DNS-over-TLS forwarder
minimal-responses no-auth-recursive; forward-first: no # do NOT send direct
listen-on po rt 53 { any; }; : # the hostname after "#" is not a comment, it is used for TLS checks:

forward-addr: 2606:4700:4700: :1111@853#cloudflare-dns.com

}}SEEH-OH-Vﬁ _E ggg't{' 1 ) ) forward-addr: 1.1.1.1@853#cloudflare-dns.com
1sten-on por S my S { any,; }' forward-addr: 2606:4700:4700: :1001@853#cloudflare-dns.com

allow-transfer { none; }; forward-addr: 1.0.0.1@853#cloudflare-dns. com
allow-recursion { 127.0.0.1; ::1; };

recursion yes;
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Connected to 1.1.1.1 No
Using DNS over HTTPS (DoH) No
Using DNS over TLS (DoT) No
Using DNS over WARP No
AS Name Free SAS
AS Number 12322
Cloudflare Data Center CDG

Connectivity to Resolver IP Addresses

1.1.1.1
1.0.0.1
2606:4700:4700: :1111
2606:4700:4700: :1001




afnic-| 1= DNS

Debug Information

Connected to 1.1.1.1

Using DNS over HTTPS (DoH)
Using DNS over TLS (DoT)
Using DNS over WARP

AS Name

AS Number

Cloudflare Data Center

Yes
Yes
Yes
No
Cloudflare
13335
CDG




apnic-| L:os  Testing DoT

/Users/sandoche $ kdig -d @1.1.1.1 +tls—-ca +tls—-host=one.one.one.one afnic.fr
;3 DEBUG: Querying for owner(afnic.fr.), class(1), type(1), server(1.1.1.1), port(853), protocol(TCP)
; DEBUG: TLS, imported 141 system certificates
; DEBUG: TLS, received certificate hierarchy:
; DEBUG: #1, C=US,ST=California,L=San Francisco,0=Cloudflare\, Inc.,CN=cloudflare-dns.com
; DEBUG: SHA-256 PIN: GP8Knf7gBae+alfythytMbYnL+yowaWVeD6MolLHkVRg=
; DEBUG: #2, C=US,0=DigiCert Inc,CN=DigiCert TLS Hybrid ECC SHA384 2020 CAl
; DEBUG: SHA-256 PIN: e@IRz5Ti03GA1Xs4fUVWmH1xHDiH2dMbVtCBSkOIdgM=
; DEBUG: TLS, skipping certificate PIN check
; DEBUG: TLS, The certificate is trusted.
; TLS session (TLS1.3)-(ECDHE-X25519)-(ECDSA-SECP256R1-SHA256)—(AES-256—GCM)
; —>HEADER<<- opcode: QUERY; status: NOERROR; id: 14164

; Flags: qr rd ra ad; QUERY: 1; ANSWER: 1; AUTHORITY: @; ADDITIONAL: 1

; EDNS PSEUDOSECTION:
; Version: 0; flags: ; UDP size: 1232 B; ext-rcode: NOERROR
; PADDING: 411 B

: QUESTION SECTION:
; afnic.fr.

;3 ANSWER SECTION:
afnic.fr. 192.134.5.37

53



£ ~Wi-Fi — X
Fichier Editer Vue Aller Capture Analyser Statistiques Telephonje Wireless OQutils Aide
Al g ® [IXREG Rem=Zh &S = QaQQH
[I tcp.port==853 '] -
No. Time Source Destination Protocol Length Info "
33 22.126361 192.168.1.94 80.67.169.40 TCP 54 51066 - 853 [ACK] Seq=1 Ack=1 Win=131328 Len=0
34 22.126825 192.168.1.94 80.67.169.40 TLSv1.3 347 Client Hello
35 22.135996 80.67.169.40 192.168.1.94 TCP 54 853 » 51066 [ACK] Seq=1 Ack=294 Win=64512 Len=0
36 22.139960 80.67.169.40 192.168.1.94 TLSv1.3 1514 Server Hello, Change Cipher Spec, Application Data
37 22.139960 80.67.169.40 192.168.1.94 TCP 1514 853 » 51066 [PSH, ACK] Seq=1461 Ack=294 Win=64512 Len
2R 22 1200AA RO A7 1R0 40 102 1ARR 1 Q4 TISu1 2 1220 Annliratinn NData TCP ceaomeant nf a reaccamhled PDIIT N
< >
> Frame 34: 347 bytes on wire (2776 bits), 347 bytes captured (2776 bits) on interface \Device\NPF_{25FA619C-AFC5-4A6E-9986-CDE88EE
> Ethernet II, Src: IntelCor _9d:68:22 (ac:ed:5c:9d:68:22), Dst: FreeboxS_aa:de:la (00:24:d4:aa:de:la)
> Internet Protocol Version 4, Src: 192.168.1.94, Dst: 80.67.169.40
> Transmission Control Protocol, Src Port: 51066, Dst Port: 853, Seq: 1, Ack: 1, Len: 293 v
< >
0000 00 24 d4 aa de 1la ac ed 5c 9d 68 22 68 69 4500  -$--- - - - \-h"--E- A
0012 01 4d fc of 40 00 80 066 42 29 cO a8 01 5e 50 43 - B)---~PC
0e20 a9 28 ¢7 7a 03 55 32 02 4b 91 a2 bd 3b 24 50 18 - K---3;$P-
0030 02 01 6e bb 00 00 16 63 ©1 01 20 01 00 01 1c ©3 - nN----« =« oo
0040 03 79 2d 9e Od b6 da 02 bd 75 79 4b 93 93 cl1 85 ) A -uyK-
0050 56 a@ ac 30 Qa 6a 79 49 b3 92 5e 9¢ 76 bf fd 42 V--0-jyI --~.-v--B
0060 3b 20 c4 40 6¢C 20 44 8c cc ef d7 f5 dc 53 2c 9d I Sy
0070 48 21 ed el dd a5 b8 9e 23 Oc al 95 1e e5 48 7¢  H!------ #Heooo HJ

v

O '7\ wireshark_Wi-FIE6QO31.pcapng

|| Paquets : 79 - Affichés : 49 (62.0%) || Profil : Default



apnic-| L= DoT Issues

» Specific port 853

 Performance




W‘ Labs

DoH - Encrypted communication

.
7 Rooft .

A 7~
\y\( //
-
7~

7~ \ P 4 i )
- ickl _——— TLD ‘.fr

|o’r rd.nic.fr’ -L/ =

I 190134484 -“ ~~~~~ rd.nic. fr —_
| S~ ST -m ‘nic.fr
> /Of -
\\C/‘}’

D \\
| ~x e i
@ - rd.nic.fr
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apnic-| 1:>s  Configure DoH

Advanced

Always use secure connections
Upgrade navigations to HTTPS and warn you before loading sites that don't support it

Use secure DNS
Determines how to connect to websites over a secure connection

O With your current service provider
Secure DNS may not be available all the time

@® with Cloudflare (1.1.1.1)

See this provider's privacy policy




apnic-| Lavs

Without DoH

Aan ArAan~~ A A A A

an~

arn

A

aan

~s _ _a_

query

| NON | Wi-Fi: en0 (udp)
4 = ©@ BR[O Re=2=8 9 5 = @ § § I
A dns X v] +
No. Time Source Destination Protocol Lengtt Info
4 1.223909 192.168.1.97 ibndbgataal DNS 75 Standard query @xc5be HTTPS mask.icloud.com
5 1.224092 192.168.1.97 odloTlail DNS 75 Standard query 0xfb38 A mask.icloud.com
6 1.234226 oo dadl 192.168.1.97 DNS 235 Standard query response 0xfb38 A mask.icloud.com CNAME mask.apple-dns.net A 17.248...
7 1.234227 o ibe Iadl 192.168.1.97 DNS 189 Standard query response @xc5be HTTPS mask.icloud.com CNAME mask.apple-dns.net SOA n..
8 1.235795 192.168.1.97 iy dla il DNS 78 Standard query 0xb979 HTTPS mask.apple-dns.net
9 1.244433 dbn bl 192.168.1.97 DNS 163 Standard query response 0xb979 HTTPS mask.apple-dns.net SOA ns-1462.awsdns-54.0rg
64 2.552372 192.168.1.97 Loy dlg il DNS 74 Standard query 0x36fd A www.google.com
65 2.552430 192.168.1.97 g ilgTlodl DNS 74 Standard query @0x4c30 HTTPS www.google.com
66 2.558670 dhoile dadl 192.168.1.97 DNS 90 Standard query response 0x36fd A www.google.com A 216.58.214.68
67 2.560180 oo dlail 192.168.1.97 DNS 99 Standard query response 0x4c30 HTTPS www.google.com HTTPS
B 97 3.636189 192.168.1.97 b dbgalyal DNS 67 Standard query @0x2f94 A cnil.fr
: 98 3.636242 192.168.1.97 1.1.1.1 DNS 67 Standard query 0x8f74 HTTPS cnil.fr
L 99 3.644816 dhnabaalal 192.168.1.97 DNS 83 Standard query response 0x2f94 A cnil.fr A 46.18.194.45
100 3.649732 dhodbnalaal 192.168.1.97 DNS 135 Standard query response 0x8f74 HTTPS cnil.fr SOA nsl.produhost.net
115 5.345178 192.168.1.97 gilg Il dl DNS 73 Standard query 0x3cb8 A piwik.cnil.fr
116 5.345213 192.168.1.97 Lo ilgdlgdl DNS 73 Standard query @0x9715 HTTPS piwik.cnil.fr
117 5.353228 1oTlgilsil 192.168.1.97 DNS 89 Standard response 0x3cb8 A piwik.cnil.fr A 46.18.194.182

- . A . ATar sTTae o L T




Labs  With DoH

b .‘ ®

[ ] Wi-Fi: enO (udp)
m ®© B R E R @ =253 & <
__|Time Source . Destination Protocol |Lengtt|info e e -
24 0.049293 192.168.1.97 lnalaalsal DNS 85 Standard query 0x30ce A chrome.cloudflare—-dns.com
25 0.049340 192.168.1.97 1.1.1.1 DNS 85 Standard query 0x9046 HTTPS chrome.cloudflare-dns.com
26 0.054346 6265956153 192.168.1.97 UDP 72 443 - 59664 Len=30
27 ©.058956 lsha il il 192.168.1.97 DNS 158 Standard query response 0x9046 HTTPS chrome.cloudflare-dns.com HTTPS
28 0.058957 1.1.1.1 192.168.1.97 DNS 117 Standard query response 0x30ce A chrome.cloudflare-dns.com A 162.159.61.3 A 1..
29 0.059344 [IODRN] 6 SN0 flI6285 08 GRS QUIC 1292 Initial, DCID=957e2b68b2227d7a, PKN: 1, CRYPTO, CRYPTO, PADDING
30 0.063713 172.217.20.170 192.168.1.97 QUIC 628 Protected Payload (KPOQ)
31 0.063714 172.217.20.170 192.168.1.97 QUIC 222 Protected Payload (KPOQ)
32 0.064932 192.168.1.97 172.217.20.170 QUIC 77 Protected Payload (KP®), DCID=e6f98f9af5d7b57b
33 0.068695 162.159.61.3 192.168.1.97 QUIC 1242 Protected Payload (KPQ)
34 0.069491 162.159.61.3 192.168.1.97 QUIC 1242 Handshake, SCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
35 0.069491 162 159L61%3 1923168+ 11297 QUIC 860 Handshake, SCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
36 0.069769 192.168.1.97 162.159.61.3 QUIC 93 Handshake, DCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
37 ©0.070458 192.168.1.97 162.159.61.3 QUIC 127 Handshake, DCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
38 0.070496 1923168107 162159364753 QUIC 123 Protected Payload (KP@), DCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
39 0.070596 192.168.1.97 162.159.61.3 QUIC 292 Protected Payload (KP@), DCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
40 0.071475 192.168.1.97 162.159.61.3 QUIC 292 Protected Payload (KP@), DCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
41 0.071538 192.168.1.97 625 OGNS QUIC 293 Protected Payload (KP@), DCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
42 0.073716 192.168.1.97 216.58.215.42; UDP 74 53944 - 443 Len=32
43 ©0.079875 192.168.1.97 162.159.61.3 ubpP 87 59664 - 443 Len=45
44 0.080109 1623159261753 192168112017 QUIC 576 Protected Payload (KPQ)
45 ©0.080110 1621592 61%3 192.168.1.97 QUIC 66 Protected Payload (KPQ)
46 ©0.080110 216.58.215.42 192.168.1.97 ubpP 66 443 - 53944 Len=24
47 ©0.080110 62715 96N 192.168.1.97 QUIC 66 Protected Payload (KPQ)
48 ©0.080110 162215926153 192.168.1.97 QUIC 91 Protected Payload (KPQ)
49 0.080215 192.168.1.97 162.159.61.3 QUIC 85 Protected Payload (KP@), DCID=014651f515d1b6cee44448f5cfdlab8c3f2bf523
50 0.080234 1G] R REIEQ 7 aller2- Al (k=] ouTC 89 Protected Pavlioad (KP@). DCTID=014651f515d1b6ceed4448f5cfd1ah8c3f2hf523
Frame 1: 1292 bytes ( 0000 38 07 16 al ce le bc do0 74 72 a5 3b 08 00 45 00 8=smneas e« wE
B N o meamesies ree b
UGS PREEEEnt, U 66 fO 8f 9a f5 d7 b5 7b 00 40 46 00 ab cf Qe f3 f------{ -@F-- -
User Datagram Protoc b5 7d f4 8f 52 10 da 6 ©8 24 bf 25 57 54 24 b5 R $-%WT$

QUIC IETF ff 97 a3 74 09 2a df e8 29 79 90 f8 31 b0 8a 51

t- :
28 8b 99 57 e6 5d 5b bc 25 09 be 4f 12 67 9b 00 (--W-1[- %--0-g
97 11 d5 82 fe 84 94 c8 00 a5 59 af @c cc a3 od =zimsomi Y .
e5 44 89 97 6d 88 41 da e2 2c 07 94 41 40 e2 Oc D--m-A , - -A@-
4c f6 50 9b 10 @c d4 do 04 @0b 32 c6 af af cc 4d L-P 2 M
35 ca 73 al b8 35 @d c2 9e 77 36 62 f9 7c 3e 3f 5-5s--5-- -wbb- |>?
e6 2d 3a 23 62 1la 3c 1c 9d 5b @f b8 49 64 c6 35 —:i#b-< [--Id-5
30 4a 3a 04 b3 43 81 cd ©c 39 24 61 75 22 b9 1d 0J:--C 9%au"
b8 cf ab cf eb a9 50 0a 57 fl 76 2d d9 fa e4 60 seieie 2 Pr Weve= N
7f 9a 90 do 78 al 02 f7 7f ac ad 83 3a 68 8e f8 X :h
c@ d2 83 dc 85 65 fd fb ©@a c8 5f 95 fb 4c 85 f1 e R
b3 07 ad 3e 90 fa 11 18 f9 7a 76 31 d1 ac 06 26 o> zvl &
ed 90 42 c9 db f7 3b 90 6a dl 2e 10 23 7c 9c 4d B---5;- j-.-#|M

|
77 70 45 71 6c 90 d6 81 68 86 08 3b 60 59 b2 92 wpEql--- h--;7Y

. Frame (1292 bytes) Decrypted QUIC (1144 bytes) Reassembled QUIC CRYPTO (1037 bytes)



anic-| 1=>s  Health Check




DNS Health check




afnic-| Lo Basic tools - ‘dig’

atnic@zonemaster:~$% dig rm

; <<>> Di1G 9.9.5-9+deb8u8-Debian <<>> rmll.info

l;; global options: +cmd

;» Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2014

;» flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 3

;» OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
;5 QUESTION SECTION:

;rmll.info. IN

; » ANSWER SECTION:
rmll.info. 3600 IN 80.67.169.65

;5 AUTHORITY SECTION:
rmll.info. 86399 IN ns0.abul.org.
rmll.info. 86399 IN rml11.rmll.info.

;» ADDITIONAL SECTION:
ns@.abul.org. 86400 IN 195.214.228.104
rml11.rmll.info. 86399 IN 80.67.169.65

;» Query time: 214 msec

;» SERVER: 127.0.0.1#53(127.0.0.1)

;3 WHEN: Thu Jun 22 09:26:10 CEST 2017
;3 MSG SIZE rcvd: 132




Labs  Zonemaster for comprehensive healthcheck

6 ZONEMASTER  pintest FAQ Eﬁ English v
INTERNET gfigic =
STIFTELSEN

Run domain test

Domain name ‘

O Options

afnic.fr
2023-10-30 17:45 GMT+01:00

n info @) Notice @ Warning @ Error @  Critical @ ‘ Filter text v

» SYSTEM

» BASIC

» ADDRESS

» CONNECTIVITY
» CONSISTENCY
» DNSSEC @D

» DELEGATION

» NAMESERVER
» SYNTAX

» ZONE @ €D D




apnic-| 1=>s  Functional breakdown

Usage method Test engine Output type

CLI output
| CLI method I

Machine parsable |

output

h
Web GUI method Web output I

Reports | Statistics |

| Batch method I

JSON Data |




/ ‘ Labs

Some tests

» BASIC
» ADDRESS @D

~CONNECTIVITY @2

B A TCP connectivity @ CONNECTIVITY02
[WARNING! Nameserver nicnet.nic.in/164.100.105.105 does not respond to any queries over TCP.
[WARNING! Nameserver ns4.nic.in/164.100.11.2 does not respond to any queries over TCP.

A AS Diversity
®  « IP Prefix Diversity

» CONSISTENCY

vDNSSEC €D @2

© Legal values for the DS hash digest algorithm

B A Check for invalid DNSKEY algorithms @ DNSSEC05
- The DNSKEY with tag 16320 uses an algorithm number 5 (RSA/SHA1) which is not recommended to be used.
[WARNING The DNSKEY with tag 14983 uses an algorithm number 5 (RSA/SHA1) which is not recommended to be used.
- The DNSKEY with tag 16320 uses an algorithm number 5 (RSA/SHA1) which is not recommended to be used.
- The DNSKEY with tag 14983 uses an algorithm number 5 (RSA/SHA1) which is not recommended to be used.

A Check for valid RSA DNSKEY key size @ DNSSEC14
[WARNING! DNSKEY with tag 16320 and using algorithm 5 (RSA/SHA1) has a size (1024) smaller than the recommended one (2048).

[WARNING! DNSKEY with tag 14983 and using algorithm 5 (RSA/SHA1) has a size (1024) smaller than the recommended one (2048).

+ Check for too short or too long RRSIG lifetimes
+ Zone contains NSEC or NSEC3 records
+ Existence of CDS and CDNSKEY

~DELEGATION

B © Minimum number of name servers @ DELEGATIONO1
Child does not list enough (1) nameservers (ns8.nic.in) that resolve to IPv6 addresses (2405:8a00:1000::2). Lower limit set to 2.

Delegation does not list enough (1) nameservers (ns8.nic.in) that resolve to IPv6 addresses (2405:8a00:1000::2). Lower limit set to 2.

Parent lists enough (4) nameservers (nicnet.nic.in; ns4.nic.in; ns6.nic.in; ns8.nic.in). Lower limit set to 2.

Child lists enough (4) nameservers (nicnet.nic.in; ns4.nic.in; ns6.nic.in; ns8.nic.in). Lower limit set to 2.

Child lists enough (3) nameservers (nicnet.nic.in; ns4.nic.in; ns6.nic.in) that resolve to IPv4 addresses (164.100.105.105; 164.100.11.2; 164.100.4.2). Lower limit set

to 2.
Delegation lists enough (3) nameservers (nicnet.nic.in; ns4.nic.in; ns6.nic.in) that resolve to IPv4 addresses (164.100.105.105; 164.100.11.2; 164.100.4.2). Lower

limit set to 2.

+ Name servers must have distinct IP addresses



DNS

m info @) Notice @ Warning @ Error @  Critical @)  Filter text

» SYSTEM
» BASIC
» ADDRESS

~CONNECTIVITY @2

S] A AS Diversity @ CONNECTIVITY03
(WARNING) All authoritative nameservers have their IPv4 addresses in the same AS (7922).
(WARNING| All authoritative nameservers have their IPv6 addresses in the same AS (7922).

B A IP Prefix Diversity @ CONNECTIVITY04

- The following name server(s) are announced in the same IPv4 prefix (68.80.0.0/13): "dns102.comcast.net/68.87.85.132; dns103.comcast.net/68.87.76.228;
dns104.comcast.net/68.87.68.244; dns105.comcast.net/68.87.72.244"

- The following name server(s) are announced in the same IPv6 prefix (2001:558::/29): "dns101.comcast.net/2001:558:fe23:8:69:252:250:103;
dns102.comcast.net/2001:558:1004:7:68:87:85:132; dns103.comcast.net/2001:558:1014:c:68:87:76:228;
dns104.comcast.net/2001:558:100a:5:68:87:68:244; dns105.comcast.net/2001:558:100e:5:68:87:72:244"

The following name server(s) are announced in unique IPv4 prefix(es): "dns101.comcast.net/69.252.250.103"

» CONSISTENCY

vDNSSEC €D @2

© Legal values for the DS hash digest algorithm
B  © DS must match a valid DNSKEY in the child zone @ DNSSEC02
There is no valid DNSKEY matched by any of the DS records. Fetched from the nameservers with IP addresses "2001:558:1004:7:68:87:85:132;
2001:558:100a:5:68:87:68:244; 2001:558:100e:5:68:87:72:244; 2001:558:1014:¢:68:87:76:228; 2001:558:fe23:8:69:252:250:103; 68.87.68.244;
68.87.72.244; 68.87.76.228; 68.87.85.132; 69.252.250.103".
[WARNING) The DNSKEY record with tag 106 that the DS refers to does not exist in the DNSKEY RRset. Fetched from the nameservers with IP
"2001:558:1004:7:68:87:85:132; 2001:558:100a:5:68:87:68:244; 2001:558:100e:5:68:87:72:244; 2001:558:1014:¢:68:87:76:228;
2001:558:fe23:8:69:252:250:103; 68.87.68.244; 68.87.72.244; 68.87.76.228; 68.87.85.132; 69.252.250.103".

A Check for invalid DNSKEY algorithms
A Check for valid RSA DNSKEY key size




