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DNS design idea
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Eco-system for the Domain Name Service
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A classical Internet use-case
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User accessing web Internet Web Server



User -> Web browser
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• User types the domain name ‘iot.rd.nic.fr’ in the browser tab

• The browser searches for the domain’s IP address in its 
cache 

• If the IP address is not found, it asks the OS to resolve the 
domain’s IP address



Web browser -> Stub resolver
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Recursive vs Iterative Query
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A view from Wireshark  for ‘iot.rd.nic.fr’
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Wireshark view - Layers

11

En-tête Ethernet

l'encapsulation de trame 

IP

UDP

DNS



Wire format - DNS
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DNS Packet structure
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Fields required to resolve an IP address



Resolver -> DNS root 
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Root -> Resolver
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Resolver -> ‘.fr’ Authoritative server
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.fr Authoritative Server -> Resolver
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Resolver -> ‘nic.fr’ authoritative server
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‘nic.fr’ authoritative server -> Resolver
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Resolver -> ‘rd.nic.fr’ authoritative server
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‘rd.nic.fr’ authoritative server -> resolver
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Privacy
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Source: httpswikipedia.org



Privacy in DNS
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• Clear text

• DNS resolution is quite talkative

• DNS information could be used for Business intelligence as 
well as surveillance

Source: ISP Column September 2018



Inference from DNS queries

24

Source: A Smart Home is No Castle: Privacy Vulnerabilities of Encrypted IoT Traffic



Efforts to improve Privacy in DNS
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• RFC 7626 – DNS privacy considerations

• RFC 7816 – DNS Query name minimisation to improve
privacy

• RFC 9156 – Obsoletes RFC 7816



With QNAME minimisation
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Configuring QNAME minimisation

27

• BIND - qname-minimization  - (off, relaxed, strict)

• Unbound – qname-minimization – (yes,no)

• Knot – NO_MINIMIZE –(on,off)



QNAME minimisation in action
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DNS
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Source: Oblivious DNS: Practical Privacy for DNS Queries



Attack scope in Web resolution
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DNS Spoofing
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DNSSEC Trust chain - Creation
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DNSSEC Trust chain - Verification
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DNS
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DNS
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X.509 Certificate validation – attack scope
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CA Certificate
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CA Root Certificates - The problem of many 
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Comodo attack
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DNS Authentication of Named Entities
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• At the IETF

• DANE Use Case – RFC 6394
• DANE Protocol – RFC 6698
• RFC 7671 – Obsoletes 6698
• Uses – s/MIME, POP3, IMAP and SMTP
• Web use-case not successful
• DANCE WG in progress



TLSA Resource record
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Certificate Usage 
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• Must pass PKIX validation (Usage 0/1)

• Usage 0 - Certificate Authority pinning ( e.g. Validate only with 

« Keynectis » for www.afnic.fr)

• Usage 1 – Certificate pinning (e.g. Validate only with the 

specific certificate (e.g. RSA with MD5) from «  Keynectis » for 

www.afnic.fr)

• A new trust anchor is added (Usage 2/3)

• Usage 2 – ( e.g; AFNIC creates its own CA and wants it to be 

trusted)

• Usage 3 – Self-signed certificates 

http://www.afnic.fr/


How DANE could secure the last hop?
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DANE Usage in IoT
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Need for Encryption
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• RFC 7626 – DNS is too talkative

• Resolvers can lie

Source: https://gist.github.com/bortzmeyer/10fe2900c59068bb0c78



DNS Encryption timeline 
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Adding encryption to DNS resolution
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DoT – Encrypted communication
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Web Server



DoT in action
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Configuring DoT
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DNS
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DNS

52



Testing DoT
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DNS
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DoT Issues
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• Specific port 853

• Performance 



DoH – Encrypted communication
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Configure DoH
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Without DoH
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With DoH
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Health Check

60



DNS Health check
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Basic tools – ‘dig’

62



Zonemaster for comprehensive healthcheck
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Functional breakdown
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Some tests
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DNS
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