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PIVOT focuses on overcoming the following IoT barriers

Source: IoT market drivers and barriers – source Digitize or Die
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Technological challenges

Communication meta data reveals devices and users

Constrained IoT devices 
and networks challenge 
security and privacy

Decentralized 
object security
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Our objectives in PIVOT

Privacy for 
constrained 
IoT devices

Decentralized  
object 

security

Minimal trust 
anchor 

provisioning

Multi-stake 
holder 

namespace 
management
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Proposed building blocks

Privacy for 
constrained 
IoT devices

Decentralized  
object 

security

Minimal trust 
anchor 

provisioning

Multi-stake 
holder 

namespace 
management

Based on an 
open crypto 
framework

Designing 
protocols and 
architectures

To allow for 
constrained 
resources

Global and 
scalable

Standardization Demonstrator

Field testsEvaluation
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Consortium complementarity

Name 
management

IoT community 
network

Privacy in 
wireless Industrial IoT solutions

Constrained 
security

Constrained 
networking

Co-founders
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First results

2019 Impact Factor: 7.990 
CORE2020: A* published in vol. 54, no. 6, article 112, July 2021. 

Online: https://doi.org/10.1145/3453159

https://datatracker.ietf.org/doc/html/draft-lenders-dns-over-coap
Internet standardization

https://doi.org/10.1145/3453159
https://datatracker.ietf.org/doc/html/draft-lenders-dns-over-coap
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First results

published in vol. 9, October 2021. 
Online: https://doi.org/10.1109/ACCESS.2021.3121557

2019 Impact Factor: 3.367

Online: https://doi.org/10.1145/3460417.3482974Acceptance rate: 25%

https://doi.org/10.1109/ACCESS.2021.3121557
https://doi.org/10.1145/3460417.3482974
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OLD
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Technological Challenges

• Protecting the IoT device identity from divulgating the person 
behind the identifier	

• Divulgating the metadata information as and where needed	
• Handling object security in a decentralized manner	
• Standardised crypto library framework 	
• Constrained IoT devices & networks
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Our objectives in PIVOT

• Design an open crypto framework to build privacy for constrained 
IoT devices	

• Advance protocols and architectures that integrate decentralized 
object security	

• Minimal trust anchor provisioning on IoT devices to enable object 
security	

• Design a global and scalable multi-stake holder namespace 
management for IoT data
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Proposed building blocks (Work Packages)

• Establishing the design framework	
• Crypto tool box	
• Multi-stakeholder Name Management	
• Content Object Security framework	
• Integrated protocol stack	
• Demonstrator, field tests and evaluation	
• Standardization and implementation in RIOT OS


