loTRoam - Design and
implementation of a
Roaming loT architecture
by leveraging DNS

sandoche BALAKRICHENAN



afnic-| =>s  Motivation

loT is an extension of Internet with Constrained devices and networks

Experiment by adapting tested solutions on the Internet to constrained loT

Using Open Internet Standards

Operational feasibility is a mandatory requirement
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aﬁuc/| Labs Roaming Infrastructure - Requirements

Minimum Qut-of-band configurations

Dynamically discover the appropriate networks

Support for federated ldentity providers

Support for federated Certificate Authorities (CAs)




afnic-| L:bs LoRAWAN Architecture - RF & IP Space
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aﬁao| Labs LORGWAN existing Roaming possibilities — P2P & Hub
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aﬁac/| Labs Issues — Required Configuration Parameters for roaming

Peer Net-ID
Roaming Policy

Peer's channel plan
Peer’s NS URL
Peer’s SNS URL

Peer’'s NS IP address

Peer JS URL
Peer JS IP Address
Peer JS Http Credentials




afnic-| L=vs Dynamic discovery - Using DNS for roaming
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aﬁuc/| Labs Passive Roaming message flow
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2» Unencrypted ————> Encrypted communication based on generated session keys

==+ - =% Unencrypted communication. Origin and integrity of the received data can be verified thanks to DNSSEC

— — — 2» Encrypted communication thanks to PKI based on self-signed certificates




c-| L2bs DNS Provisioning PoC

LoRaWAN DNS operations API®

[ Base URIL: api.nic.fr/api/v2/LoRaWaN_DNS ]

This API refers to LoRaWAN™ Backend Interfaces 1.0 Specification. It is intended to be used for LoRa Alliance Member who are willing to use the LoRa Alliance DNS service. LoRa Alliance operates two dedicated subdomains to
resolve JoinServers and NetiDs, rooted at JOINEUIS.LORA-ALLIANCE.ORG and NETIDS.LORA-ALLIANCE.ORG, respectively. This API is developped by Afnic, www.afnic.fr, institutionnal member and the technical operator of
DNS service,

Contact the developer

Schemes

JoinEUIs Manage your DNS joinEUIs records

[ /30inEUIs Get your joinFUls records list

[ /3oinEUIs Creals ajoinEUI record

[ /§0inEUIs Update a joinEUl record

[ /30inEUIs Delete ajoinEUI record

NetlDs Manage your DNS netiD record

[ /metIDs Get your netiDs records list
[ rur [eep—




loTRoam - Certificate Provisioning




loTRoam - Cerlificate Validation

Combined Trust Chain

Server Certificate

Intermediate Certificate
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Using DANE Client Authentication - Federated CA'’s

Enables using self-signed certificate with multiple Root CA’s
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- dev certificate
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loTRoam Advantages

No out of band configuration for NS/JS/AS authentication
Authentication using port 443. Hence no worry about firewall settings

Scalable: Ready for billions of devices as the platform uses the classical DNS and TLS
infrastructure that has been operationally tested in the Internet

No cost involved — Self-Signed Certificates and Open DNS infrastructure

For more info : https://github.com/AFNIC/loTRoam-Tutorial/

To participate in testing the Roaming Platform; contact Sandoche.Balakrichenan@afnic.fr
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https://github.com/AFNIC/IoTRoam-Tutorial/

