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• PhD (Univ. Pierre et Marie Curie), MSc in Comp. & Comm. 
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Innovation & Entrepreneurship (HEC)

• Head of R&D Partnerships @ French Network Information Center

• RIPE IoT WG Co-Chair

• LoRa Alliance Academic WG Chair



About Afnic



About Afnic
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TLDs Operated by Afnic
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Stakeholder mapping
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About Afnic Labs
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WatchExplore

InnovationTransfer

Work on Experimental projects

Ensure technology watch and 
contribute to standardization 
activities

Knowledge and know-how transfer

Prototype new products and 
services



Why India doesn’t qualify for the FIFA World Cup?



Importance of Identification in Communication
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IoT Course ..  Sandoche
Balakrichenan



12

I had dinner with Kumar Which  Kumar?
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Identity – Core for communication
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Identifiers – PSTN and Mobile 
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Identifiers in the Internet
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• balakrichenan.fr, .இ"தியா

• 192.134.4.84, 2001:db8:85a3:8d3:1319:8a2e:370:7348



Need for Identifier Standardisation
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• balakrichenan.fr, .இ"தியா

• 192.134.4.84, 2001:db8:85a3:8d3:1319:8a2e:370:7348

ITU-T (E.164)

IETF

ITU-T (E.212)



Commonalities of different identifiers



Identifiers - Hierarchical
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39654200

1 
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Identifiers - Hierarchical
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Identifiers – Distributed Database & management
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Identifiers – Distributed Database & management



Accessing the Internet domain name database -
Resolution
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Three steps to resolve an Identifier in the Internet
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Three steps to resolve an Identifier in the Internet
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SMTP, IMAP/POP –
RFC 5321, 5322, 6531 

HTTP – RFC 2616DNS – RFC 1034, 1035

RFC 1034

RFC 791, 4291



The TLD Identity management market
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Takeaway
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• Past defines the future

• Delegation is pivotal for scaling
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Industry – Use Case



35

Extended Packaging
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Direct mode resolution

http://www.proxiproduit.fr/095070000001118200
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Indirect resolution
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Provisioning in the DNS

1.1.3.sgtin.id

5.4.3.2

fr

0.0.9.8.7.6

0.0.9.8.7.6.5.4.3.2.1.1.3.sgtin.id.fr IN NAPTR  0 0 "u" EPC+http "!^it\.*$!http://example.com/italian!" .

IN NAPTR  0 0 "u" EPC+http "!^fr\.*$!http://example.com/french!" .

IN NAPTR  1 0 "u" EPC+DS   "!^*$!http://example.com/discoveryservice!" .
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Dynamic Delegation Delivery System - RFC 3401, 3402, 3403
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Takeaway
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• Long lasting design is Good design  

• No need to reinvent the wheel

• Liaison between different Standards organisation
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Academia – Use Case



Eduroam example
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Institutions who have expressed Interest for IoTRoam
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LoRaWAN Architecture – RF & IP Space
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LoRaWAN existing Roaming possibilities – P2P & Hub

Visited Network Home Network

Roaming Hub Home NetworkVisited Network

P2P 
Roaming

Hub
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Issues – Required Configuration Parameters for roaming

Peer Net-ID
Roaming Policy

Peer’s channel plan
Peer’s fNS URL
Peer’s sNS URL

Peer’s NS IP address
Peer JS URL

Peer JS IP Address
Peer JS Http Credentials
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Dynamic discovery – Using DNS for roaming
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Passive Roaming message flow
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Secured IoT communication – LoRaWAN example
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Issues with the current security system in IoT (1/2)

53



Using DNS based PKI in an IoT Roaming Scenario – Certificate Provisioning based on a single private PKI
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Single



Using DNS based PKI in an IoT Roaming Scenario – Certificate Validation
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Network server Join server

IP address resolution



PKI using DNS – DANE Primer (1/2)
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PKI using DNS – DANE Primer (2/2)
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Using DANE indication Client/Server Authentication – Federated CA’s
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Enables using self-signed certificate with multiple Root CA’s



Issues with the current security system in IoT – Solved 
based on DNS-Based PKI

59

Constrained IoT Device WIP

Constrained IoT Network WIP

Non-Availability of CA Libraries Solved

Cost Solved

Closed Security Infrastructure Solved

Scalability Solved

Bootstrapping trust Solved
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Afnic’s Vision
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How can I be part of a SDO
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I have a research problem

Can be solved 
using existing 
work?

A new 
problem
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A New Problem

Long term problem Area?

IRTF Falls under existing 
WG scope?

Yes

BoF

New WGInternet Draft

RFC

No

Internet Draft

RFC
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