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afnic-| 1=>s  About Afnic

Association loi
1901 fondée

en 1998

Implantée a

Montigny-le-
Bretonneux

Gestionnaire
historique
du .fr

Opérateur multi-
registres au
service des

domaines
de 1€ niveau




apnic-| 1=>s  TLDs Operated by Afnic

e | QORAGO
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As Technical
Operator

As Technical
Operator for Closed
TLDs




c-| L1evs  Stakeholder mapping

Régulation

Ministere en charge
des Communications électroniques

ANSSI ICANN

Partenaires Clients
Consell
d'administration

Conseils et prescripteurs pour Bureaux
domaines de 1¢" niveau générique d’enregistrement
Fournisseurs d'acces d internet College Revendeurs

infernatfional
Points d’échange internet Titulaires

Centres de données Clients domaines de ler
Fonds de soutien au

Prestataires anycast développement de niveau generique
I'Internet en France

Société

Associations profes- Internautes Ayants-droit

sionnelles du numérique S - .
Communaute scientifique  Communauté ultra-marines

Politiques et technique




/ ‘ Labs

Explore

About Afnic Labs

Watch

Innovation

Work on Experimental projects

Ensure technology watch and
contribute to standardization
activities

Knowledge and know-how transfer

Prototype new products and
services




afnic-| =>s  Why India doesn't qualify for the FIFA World Cup?




Importance of Identification in Communication




IoT Course .. Sandoche

V Balakrichenan




I had dinner with Kumar] l Which Kumar? I
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W‘ Labs

THIS MACHINE
HAS NO BRAIN
USE YOUR OWN



Study the past if you
would define the future.

Confucius

afwuc-
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|dentity — Core for communication
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afnic-| == Identifiers — PSTN and Mobile

00 33 140000000 +336 86579014




afnic-| == Identifiers in the Internet

» balakrichenan.fr, .@b&IWIm

* 192.134.4.84, 2001:db8:85a3:8d3:1319:8a2e:370:7348




Need for Identifier Standardisation
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Shaikh = Title

Mohammad = Name
Bin = Son of
Rashed = Father's name

Al Maktoum = Surname/Family name or Tribe name
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Format

Example

Format

Example

Name of recipient

Company name

Street number, name

City area/District
City/Town/Village

County

Postal code

Country (in French or English)

Mr A. Payne
ARAMARK Ltd.

30 Commercial Road
Fratton
PORTSMOUTH
Hampshire

PO1 1AA

UNITED KINGDOM

AmbilyRajan
Vallarkkottu House
East Marady P o
Muvattupuzha
Emakulamdist

Pin:686673

Name Son/Daughter Of (DO/SO) Or Husband/Wife Of (H/O or W/O)
Door number:

Street Number, Street Name
VIA NAME (VIA)

Post Name (PO)

Taluk Name (TK)

Locality or Neighbourhood
CITY - Postal Code (PIN)
District Name

State

Country

Ms Rajaram S/O Amirthalingam
32-B

V.INAGAR, ROAD NO : 1
RASIPURAM
RASIPURAM
RASIPURAM

Near SAMUNDI THEATRE
NAMAKKAL 637408
NAMAKKAL

TAMILNADU

INDIA
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» balakrichenan.fr, .@b&IWIm

* 192.134.4.84, 2001:db8:85a3:8d3:1319:8a2e:370:7348

e S -

0033140000000 +336 86579014




Commonalities of different identifiers




afnic-| L= ldentifiers - Hierarchical

2-digit postcodes France
~— =7

33

Map created with [y RegioGraph | Data source: GfK GeoMarketing
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afnic-| == Identifiers - Hierarchical

]
I Ho§t

Network Portion Portion —
192 . 168 . 10 H 10
|
11000000 10101000 00001010 : 00001010




afnic-| 1=>s  Identifiers - Distributed Database & management
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Labs Identifiers — Distributed Database & management
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Accessing the Internet domain name database -

anic-| L:vs  Resolution

VeriSign: 48 Billion DNS Queries A Day

Google Public DNS receives 70 billion queries per day

Cloudflare handles 86 billion DNS queries per day, :




aﬁur/\ Labs - Three steps to resolve an Identifier in the Internet

. Naming Conventions 2. Provision
- N 2.1. Dowmain rggiary {'y 2.2 Trturnet number registry
IETF is the SDO - ] ""I"‘
— | T | | { | |
- Domain names, URI com [ | o ARNIC APNIC | RIPENCC ARN LACNIC
- IP Addresses (IPv4/IPv6) \ ‘ \ ] y | |
Icann wkipeda URISP | | URISP | | Lmise | | LResp | | LRASP
| | | | | |
EndUser | | EndUser | | EndUser | | EndUser || EndUser
EA W e labsafnictr

Identifiers

e labs.afic.fr
» labs@afnic.fr




aﬁua\ Labs - Three steps to resolve an Identifier in the Internet

2.2 Trturnet number registry

IANA
|

. Namirng Conventions 2. Provision
: N 2.1 Dowmain rgglary ﬁy
IETF is the SDO [ - ]
RFC 1034 : | ;
- Domain names, URI com [« ] org AIrNIC APNIC
- IP Addresses (IPv4/IPv6) | | | | |
RFC 791, 4291 icarn widpeda URISP | | LIRISP
| | |
End User End User
3. R‘W[Idm e labsafnicfr

Identifiers

e labs.afnic.fr

» labs@afnic.fr

l |
RIPE NCC ARN

| |

URIISP LIRASP

| |

End User End Ussr

DNS - RFC 1034, 1035

HTTP — RFC 2616

LACNIC

LRASP

End User

SMTP, IMAP/POP -
RFC 5321, 5322, 6531
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The TLD Identity management market

USD 28’5

billion

of .com websites
are in English

30



Naming and
Addressing

Open Standards
Devejopments

Internet
Ecosystem

Shared Global
Services and
Operations

Local, National,
Regional, and
Global Policy
Development

Education
and Capacity
Building




apnic-| 1>  Takeaway

 Past defines the future

» Delegation is pivotal for scaling
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./..

THE BIG QUESTION
e STATE OF THE ART OR WHAT WE ALREADY KNOW _

THE SMALLER QUESTIONS OR WHAT WE WANT T0 KNOW
HYPOTHESES PREDICTIONS

" METHODS
_~ RESULTS

ANSWERS TO THE SMKI'-LER QUESTIONS, \N‘ERE THE HYPOTHESES
REJ ECTED? WERE THE PREDICTIONS SUPPORTED7

HOW THIS COMPARES WITH WHAT WAS ALREADY KNOWN

i HOW THIS CHANGES HOW WE VIEW THE BIG QUESTION :
AND THE NEXT, LOGICAL STEP (OPEN QUESTIONS....)

33



Industry — Use Case




apnic-| 1=»s Extended Packaging

1|
Slim fit and tapered lines, our Blue skinny Jeans
pant is both a versatile weekday separate or the
second half of a monochromatic green suit.
Blue washed cotton canvas

* mother-of-pear| buttons

« skinny fit

* Made in France

B i




afnic-| =>s  Direct mode resolution

&

URL sent

ﬁ

Barcode
scanned Web page
returned

Product with Consumer with .

barcode mobile phone

«----------

http://www.proxiproduit.fr/095070000001118200
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afnic-| == Indirect resolution

ﬁ

Barcode
scanned

Product with
barcode

Consumer with
mobile phone

Barcode number
sent

B Barcode Lookup
I Service
i |

v

«---------- —TSDService

Product data
returned




UPC w/ Z digit
Company Preﬂx

Company Check Digit
Pref' ix e Serial # 10479832

Reference

3112345 Plain Business data : 311234567890
6s1 Prefixx. the Country 10479832
code allocated by 6S1)

Plain Business data : 311234567890 (6TIN)

10479832 (Serial Number)

N
i)l

651 DataMatrix Bar Code containing RFID Tag containing EPC
651 Element String Binary Encoding

(01)311234567890(21)10479832 (3014BDF664A3F480009FESDS)




afnic-| == Provisioning in the DNS

0.0.9.8.7.6.5.4.3.2.1.1.3.sgfin.id.fr IN NAPTR 0 0 "u" EPC+hitp "IAit\ .*Slhttp://example.com/italian!" .
IN NAPTR 0 0 "u" EPC+http "IAfr\.*S!hitp://example.com/french!" .

IN NAPTR 10 "u" EPC+DS "IA*Slhttp://example.com/discoveryservice!" .




WI Labs =0
ONS Pear Root (Trag)
I Content &

Application

'

. | LINS (JUELY CNS Peer Root (T
, FODN(2) - &”
(3) Recursive ] :

e t

B (3)  Name Server .
", ONS Paer ioot (Tree)

—_—
4

FQDN : Fully Qualified Domain Name
NAPTR : Name Authority Pointer (a DNS Resource Record type like A, MX etc.)

Dynamic Delegation Delivery System - RFC 3401, 3402, 3403




‘ Labs GS1 Object Name Service (ONS)
Version 2.0

Ratified Standard
Issue 1, December 20, 2012

1
@ GS1 Opject Name Service (ONS)

Document Summary

Document Item Current Value

Document Title Draft Standard Specification GS1 Object Name Service (ONS)
Date Last Modified December 20, 2012

Document Issue Issue 1 of Ratified Standard

Document Status Ratified Standard

Document Description

Contributors
Name (& Notable Role) Organization
Sandoche Balakrichenan-- AFNIC
Conformance Requirements Editor and
Prototype Test Participant
Mark Harrison Auto-ID Labs
Philippe Gautier Business2Any




apnic-| 1>  Takeaway

« Long lasting design is Good design

* No need to reinvent the wheel

« Liaison between different Standards organisation




Academia - Use Case




Eduroam example

eduroam top level
Radius

.home .visit
Radius e Radius

EAP-TTLS
tunnel

institution.visit
Radius i

' Username: [john@institution.home

- Password: I e S |




Institutions who have expressed Interest for loTRoam

TEBLECDM - o
retagne DENMAR <
n§: /

?@! IT University

léco of Copenhagen

| Université | H ‘ |

TELECOM | || destrasbourg | | !
SudParis Excellence University

| )
Grenoble INP \

ENnsimAg , } l

- (CTP)

Bordeaux INP ’é
ENSEIRB
MATMECA M\§




afnic-| L:>s LoRaWAN Architecture - RF & IP Space

\

NS

<




aﬁa&\ Labs LORAWAN existing Roaming possibilities — P2P & Hub

Visited Network Home Network

Roaming

Visited Network  Roaming Hub




aﬁa&\ Labs Issues — Required Configuration Parameters for roaming

Peer Net-ID
Roaming Policy

Peer's channel plan
Peer’s NS URL
Peer's sNS URL

Peer’'s NS IP address

Peer JS URL
Peer JS IP Address
Peer JS Http Credentials




afnic-| L=>s Dynamic discovery — Using DNS for roaming

/\

joineuis

£2.0.0.0.0.0.0.0.1.¢.5.0.0.0.0 joineuiiotreg net. IN A 192.168.1.1 | [ 000000.netid.iotreg net. IN A 192.168.1.4
3.b.4.0.0.0.0.£.7.5.d.3.b.0.7.joineui.iotreg.net. IN A 192.168.1.3 000001.netid.iotreg.net IN A 192.168.1.5




aﬁa&\ Labs Passive Roaming message flow

LoRa RF Space IP Space
A

TSP- NS

g <

P R i ———

[ (>

t””””’)gggees?e

... PA—— N

] P
I ”"””!‘?Efrggg
‘eeggg, "’!’!!,”

<
<

P Unencrypted

>

—————> Encrypted communication based on generated session keys

== - - = Unencrypted communication. Origin and integrity of the received data can be verified thanks to DNSSEC

— — — 2» Encrypted communication thanks to PKI based on self-signed certificates




apnic-| L=bs Secured loT communication - LoORaWAN example




apnic-| Labs Issues with the current security system in loT (1/2)
Step 1

N
AN

Manufacturer

Q Distributor

% Distributor




Using DNS based PKI in an loT Roaming Scenario — Certificate Provisioning based on a single private PKI




Using DNS based PKIl in an loT Roaming Scenario - Certificate Validation

Combined Trust Chain

Server Certificate

Intermediate Certificate

> .
T W DOLVTECHNIGUE
mEg |
Telecom Sud Paris JS authenticated Afnic NS L

Network server Join server




PKI using DNS - DANE Primer (1/2)
) Certificate Manager M=3

Your Certificates | Peaple | Servers | Authorities | Others |
You have certificates on file that identify these certificate authorities:

Certificate Mame Security Device B
Buypass Class 3CA 1 Builtin Object Token ~
Buypass Class 2 CA 1 Builtin Object Token
Buypass Class 2 Root CA Builtin Object Token
Buypass Class 3 Root CA Builtin Object Token

[= Certinomis =
Certinomis - Autorité Racine Builtin Object Token
Class 2 Primary CA Builtin Object Token
KEYMECTIS Extended Yalidation CA Software Security Device
[=) certSIGN
certSIGN ROOT CA Builtin Object Token
[=) Chunghwa Telecom Co., Ltd.
ePKI Root Certification Authority Builtin Object Token
[=1 CNNIC
CNNIC ROOT Builtin Object Token
[=) COMODO CA Limited
COMODO ECC Certification Authority Builtin Object Token
COMODO Certification Authority Builtin Object Token
AAA Certificate Services Builtin Object Token v
[ View... J [gdit Trust... ] [ Import... J [ Expotrt... J [Qelete or Distrust... J




PKI using DNS — DANE Primer (2/2)

Certificate for association

e.rd.nic.fr. IN TLSA




Using DANE indication Client/Server Authentication - Federated CA'’s

draft-ietf-dance-client-auth-00
TLS Client Authentication via DANE TLSA records

draft-ietf-dance-tls-clientid-00
TLS Extension for DANE Client Identity

Verify Client & Server k=
Certificate against 7\
TLSA RR in the DNS,.\ ,.\

® ©®
DNS

Enables using self-signed certificate with multiple Root CA’s




aﬁa&\ Labs Issues with the current security system in loT - Solved
based on DNS-Based PKI

Constrained loT Device

Constrained loT Network

Non-Availability of CA Libraries

Cost

Closed Security Infrastructure

Scalability

Bootstrapping trust
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I.§Ra Alliance” T62-1.1.0 LoRaWAN Backend Interfaces
= 4
LgRa Alliance

LoRaWAN?® Backend Interfaces
Technical Specification (TS002-1.1.0)

Authored by the LoRa Alllance Technical Committee

Technical Committee Chair and Vice-Chair:
AYEGIN (Actiity), O.SELLER (Semtech)

Editor:
AYEGIN (Actiity)

Contributors:

B.AMPEAU (AFNIC), S BALAKRICHENAN (ASNIC), ABETOLAUD (Gemano), E.BRUINZEEL
(KPN), J.CATALANO (Kerink), P.CHRISTIN {Orange), P.COLA (Bcuygues Telecom), P.DUFFY
(Cisca), F.OYDUCH Telecom), JERNST (Swi , EFORMET (Crange),
O.HERSENT (Actiity), D.KJENDAL (Senet), MKUYPER (TrackNet),

M LEGOURREREC |Sagemcom), C.LEVASSEUR (Bouygues Telecom|, M.PAULIAC
(Gemaltc), N.SORNIN (Semtech), P.K.THOMSEN (Orbiwise), A.YEGIN (Actity)

Verslon: 1.1.0
Date: Oct 19, 2020
Status: Final



Afnic’s Vision

WINGS

Widening interoperability for networking Global supply
Chains
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DINS*

DNS Naming and Services for Secure Seamless loT

Il GREYCE®

)

PIVOT*

Privacy-Integrated design and Validation in the consirained loT

LoRa Alliance’
DNS Service
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How can | be part of a SDO




W ‘ Labs

Thunderbird

Silverlight

VolP/Skype/
GoogleTalk MSN

Waist of the Internet protocol
hourglass model

mm ~

P




I have a research problem

-

-

Can be solved
using existing
work?

|

A new
problem

|




Applications (app) - 15 WGs
W ‘ Labs A New PrOblem Internet (int) - 28 WGs
Operations & Management (ops) - 15 WGs
Real-time Applications and Infrastructure (rai) - 19 WGs
Routing (rtg) - 16 WGs
Security (sec) - 17 WGs

Transport Services (isv) - 14 WGs

[ Long term problem ] { Area? }

Falls under existing ) No [
IRTF BoF
{ ] [ WG scope? J

‘ Yes

[ New WG ]

[Internet Draft] [Internet Drafa

[ RFC




IETF Submission

Working group doc, or
individual standards track doc
| Concerns

Published RFC

“Last Ca ! Comments,
— suggestions aaa)

ETF Community : : : :

S QView 111l
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What next?

. Sjoin mailing lists
this is where the work happens
read the drafts
don’t be shy
talk to people
look for common ground
help people
don'’t settle for second-rate

N i




