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Fundamental security properties that need to be 
supported in LoRaWAN

• Integrity protection

• Confidentiality

• Mutual Authentication

• Replay Protection
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Symmetric Cryptography & RF, IP Space 
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Key Sharing Dilemma in LoRaWAN  
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IP Space interfaces (Backend Network Elements)

• AS-JS 

• JS-NS

• NS-NS
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From Section 21 of the Backend Specifications:



Asymmetric Cryptography - primer
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Securing Web communication – Asymmetric Cryptography
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Using the web based asymmetric cryptography (PKIX) in 
IP space
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Issues Solutions

Cost Self-Signed Certificates

Label length Self-Signed Certificates

Non-Availability of CA 
trust-store

DNS-Based PKI



DNS Based PKI using DNSSEC (RFC 4033, 4034 & 4035) & DANE (RFC 6698, 7671)
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Using DANE indication Client/Server Authentication – Federated CA’s
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Enables using self-signed certificate with multiple Root CA’s

Afnic – First to implement and test 
the two IETF drafts during IETF 113 
Hackathon



Web based X.509 digital certificates cannot be deployed 
directly in the RF space

11



An intermediate Solution..
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Source: Kerlink



Implementation in the ED
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Implementation in JS (Chirpstack)
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Issues being Solved based on DNS-Based PKI  
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Constrained IoT Device WIP

Constrained IoT Network WIP

Non-Availability of CA Libraries Solved

Cost Solved

Closed Security Infrastructure Solved

Scalability Solved

Bootstrapping trust Solved
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