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• About Afnic



Key Sharing Challenge in IoT
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IoT Use case - LoRaWAN Key Distribution
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X.509 Certificates  cannot be directly employed in the 
LoRa RF space
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Drafts that we worked on

• draft-huque-tls-dane-clientid-06

• draft-huque-dane-client-cert-08
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Deploying the Updates in an IoT use-case - LoRaWAN
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Existing work

• Existing Implementation
•  go library for DANE TLSA authentication (Author: Shumon Huque)

• What has been done during the IETF 113 Hackathon?
•  Environment for testing TLS Client/Server authentication

•  Adding the dane_clientid support (Both for TLS 1.2 & TLS 1.3)

•  Extending TLS 1.2 & TLS 1.3 library to use the new value dane_clientid extension

•  Fallback to authentication using SAN when dane_clientid is not sent

•  Possibility of whitelisting & authorization rules for which dane_clientid to accept
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Work done during IETF 115 Hackathon

• Existing Implementation
•  go library for DANE TLSA authentication (Author: Shumon Huque)


