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apnic-| 1=>s  TLDs Operated by Afnic

e | QORAGO

S —

As Technical
Operator

As Technical
Operator for Closed
TLDs




c-| L1evs  Stakeholder mapping
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/ ‘ Labs

Explore

About Afnic Labs

Watch

Innovation

Work on Experimental projects

Ensure technology watch and
contribute to standardization
activities

Knowledge and know-how transfer

Prototype new products and
services




Importance of Identifiers and DNS role in the Internet




c-| L2vs  Identity — Core for communication
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. Why do we need DNS for Internet Identity
afnic-| 1:>s  management? (1/5)

DNS Course .. Sandoche
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. Why do we need DNS for Internet Identity
afnic-| 1:s  management? (2/5)

I had dinner with Peter ] l Which Peter? I
’\

—




. Why do we need DNS for Internet Identity
afnic-| L:s  management? (3/5)

THIS MACHINE
HAS NO BRAIN
USE YOUR OWN



. Why do we need DNS for Internet Identity
afnic-| L:>s  management? (4/5)

» balakrichenan.fr, .@b&IWIm

* 192.134.4.84, 2001:db8:85a3:8d3:1319:8a2e:370:7348




. Why do we need DNS for Internet Identity
afnic-| 1:>s  management? (5/5)
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anic-| 1=> Domain Naming System (DNS)

wwwwikipedia fr ? .
g e——— .

74.125.39.99 :,%serveur wikipedia.fr

4_




aﬁur/\ Labs  Three steps to resolve an Identifier in the Internet

. Naming Conventions 2. Provision
- N 2.1. Dowmain rggiary {'y 2.2 Trturnet number registry
IETF is the SDO - ] ""I"‘
— | T | | { | |
- Domain names, URI com [ | o ARNIC APNIC | RIPENCC ARN LACNIC
- IP Addresses (IPv4/IPv6) \ ‘ \ ] y | |
Icann wkipeda URISP | | URISP | | Lmise | | LResp | | LRASP
| | | | | |
EndUser | | EndUser | | EndUser | | EndUser || EndUser
EA W e labsafnictr

Identifiers

e labs.afic.fr
» labs@afnic.fr




How DNS could act as a glue between the Internet and the

loT?
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afnic-| =>s  Identifiers in loT
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aﬁu&\ Labs  Resolving an loT identifier in an Intranet of Things

Use-Case 7 Mm{ry Conventions 2. Provistontng

- No SDO, No naming
conventions required

3. Resolution

Identifiers Naming Service

e O0x28EEB2B81D
e 00:0a:95:9d:68:16




aﬁar/\ Labs  Resolving an loT identifier in an Intranet of Things

e Case 1. Naming Conventions 2. Provistonsng

- GTIN
- GS1 Standards Global Data Synchronization Network

GS1 3. Subscription
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Interoperate between different Intranets’ using DNS
Labs  — Supply Chain Indusiry use-case
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. Interoperate between different Intranets’ using DNS
afnic-| 1= - Object Directory Service Resolution
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Interoperate between different Intranets’ using DNS
— Chinese loT registry
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aﬁu&\ Labs — Afnic’s contribution using DNS for loT Interoperability

e e
net apple fr

iotreg udid gs1

joineuis netids 2b6f0cc904d137be2e1730235f5664094b831186 4.0.3
50.0.0.0 c0002f 2b6f0cc904d137be2el1730235f5664094b831186.udid.apple.  [6.233593

[
0.0.0.1.e C0002f.netids.iotreg.net. 3439
3.1.3.1.6.2.3.3.9.3.4.0.3.gs1.fr
£2.0.0.0.0.0

[ GS1 Object Naming Service Standard ]

£2.0.0.0.0.0.0.0.1.e.5.0.0.0.0.joineui.iotreg.net.

Afnic - Principal Contributor

[ LoRaWAN Backend Interfaces specification ]

4 CR's proposed by Afnic included in the Backend Specification
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Using DNS for safely and securely connection in areal loT

use case




Symmetric Cryptography & RF, IP Space - LORAWAN

afnic-| L=bs Use case




aﬁa&‘ Labs Key sharing dilemma between the RF & IP space

Mhy? ’Appl(ey
Key Injection >.

Step 1

Q Distributor

% Distributor




c-| Lebs Examples of how PSK's are shared?

. Printed behind the ED

sl LoRaWAN device

Accessible via NFC
On mobile phones
@+l oioREBEQQOT
Sensor settings
AppEUI: FEFCBA9876543210
Mode (active/sleep) AppKey: 0101010101010101

Devi dd
1 ?:/lce js;fres'i 489165 c e
201812 /

App session

0011223

. Sent via mail

170010

afnic.fr- #r
Lo c:. fr=

DevEUI
DevAddress

7/OB3D5EE10060230
10060239

AppKey — 6539Agcor.mn.1_1.n.=smnm.=‘.=|133204
AppFEUlI = 7@ sia_ns_zam_aa_l

I 231

AppKey = EAODOED4022(?G?JEQWHFCD

AppEUI — 70p 2
PP f !

| 7pezosces
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apnic-| .- Key sharing dilemma within the IP space

¢ AS-JS
* JS-NS
* NS-NS

From Section 21 of the LoORaAWAN Backend Specifications:

Network elements SHALL rely on a security solution that can provide mutual end-point
authentication, integrity and replay protection, and confidentiality when communicating with
each other. The choice of mechanism used for achieving these properties is left to the
deployments (e.g., using IPsec VPN, HTTPS, physical security, etc.)
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Using the web based asymmetric cryptography (PKIX) in

aﬁur‘/\ Labs  |P space

Cost Self-Signed Certificates
Label length Self-Signed Certificates
Non-Availability of CA DNS-Based PKI
trust-store

Comodo InstantSSL

Comodo PositiveSSL i Comodo PositiveSSL EV
Premium

Listed Price: $49.00/yr. Listed Price: $179.95/yr. Listed Price: $149.00/yr.

Pricin
g Our Price: $7.27/yr. Our Price: $56.06/yr. Our Price: $74.99/yr.



DNS Provisioning
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LoRa RF Space

N

TSP
Application Server

Afnic TSP ST
Network Server Network Server rus

Radio Gateway

End-Device

Encrypted communication based on generated session keys

—» Unencrypted

-« — - » Unencrypted communication. Origin and integrity of the received data can be verified thanks to DNSSEC

=P Encrypted communication thanks to PKI based on self-signed certificates




Issue in using Self-signed certificates




PKI using DNS — DNSSEC Primer

DNSKEY RR (KSK)
DNSKEY RR (ZS
RRSIG (DNSKEY R

of "t —
RRSIG of DS “.fr*

- DNSKEY RR (KSK)
DNSKEY RR (25K)
RRSIG (DNSKEY RRSet)

1/7”“.”
RSIG of DS “example.fr*

___ DNSKEY RR (KSK)
DNSKEY RR (Z5K)
RRSIG (DNSKEY RRSet)

ARR
RRSIG of "A" RR




PKI using DNS - DANE Primer (1/2)
) Certificate Manager M=3

Your Certificates | Peaple | Servers | Authorities | Others |
You have certificates on file that identify these certificate authorities:

Certificate Mame Security Device B
Buypass Class 3CA 1 Builtin Object Token ~
Buypass Class 2 CA 1 Builtin Object Token
Buypass Class 2 Root CA Builtin Object Token
Buypass Class 3 Root CA Builtin Object Token

[= Certinomis =
Certinomis - Autorité Racine Builtin Object Token
Class 2 Primary CA Builtin Object Token
KEYMECTIS Extended Yalidation CA Software Security Device
[=) certSIGN
certSIGN ROOT CA Builtin Object Token
[=) Chunghwa Telecom Co., Ltd.
ePKI Root Certification Authority Builtin Object Token
[=1 CNNIC
CNNIC ROOT Builtin Object Token
[=) COMODO CA Limited
COMODO ECC Certification Authority Builtin Object Token
COMODO Certification Authority Builtin Object Token
AAA Certificate Services Builtin Object Token v
[ View... J [gdit Trust... ] [ Import... J [ Expotrt... J [Qelete or Distrust... J




DNS Based PKI using DNSSEC & DANE

Certificate for association

e.rd.nic.fr. IN TLSA




Using DANE indication Client/Server Authentication - Federated CA'’s

draft-ietf-dance-client-auth-00
TLS Client Authentication via DANE TLSA records

draft-ietf-dance-tls-clientid-00
TLS Extension for DANE Client Identity

Verify Client & Server ®
Certificate against 7\
TLSA RR in the DNS’.\ /’\

® ® o
DNS

Enables using self-signed certificate with multiple Root CA’s




An ideal scenario for E2E Security

3. Provision the hashed
Public key associating
with the Device Identifier
DNSSEC/DANE

2
L]

2. Inject a light weighted
version of X.509 and
private key

IETF ACE/LAKE WG n

1. Manufacturer creates Public/Private
key for the Device based on the Unique
Device Identifier




aﬁar/\ Labs Web based X.509 digital certificates cannot be deployed
directly in the RF space

Data Rate Spreading Channel Uplink or Bitrate Maximum User
(DR) Factor (SF) Frequency Downlink (Bits/Sec) Payload Size (Bytes)
980

SF10 125 kHz Uplink

F. Forsby et al.

SFS 125 kHz Uplink 1,760

Certificate size SF8 125 kHz Uplink 3,125

500 kHz Uplink 12,500

Downlink
Downlink
Downlink
Downlink
Downlink

Downlink




aﬁa&\ Labs  Issues being Solved based on DNS-Based PKI

Constrained loT Device

Constrained loT Network

Non-Availability of CA Libraries

Cost

Closed Security Infrastructure

Scalability

Bootstrapping trust




Extending DNS for privacy in loT




afnic-| 1=>s Channel vs Object Security

® 1LS
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Source: 10T Content OEJ’ect Secum’ty with OSCORE and NDN: A First f)gaerimenta[ Comyam’son

Sensor nodes

#7 Gateway
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) PIVOT (Privacy-Integrated design and Validation in
aﬁa&\ abs  the constrained loT)

PIVOT focusses on this 4 objectives

Propose a cryptographic Define a frust architecture and
system adapted to uliro- the implementation of content
constrained objects security

Implement a multi-stakeholder
naming architecture that
Establish protocols that preserves confidentiality
integrate decentralized requirements and is able to
content security allocate and resolve identifiers
independently of applications
or networks




Afnic’s Vision

WINGS

Widening interoperability for networking Global supply
Chains
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Privacy-Integrated design and Validation in the consirained loT

LoRa Alliance’
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W TOMORROW, MASSIVE ADOPTION

Summary ' o — e
— PROVISIONNING

Identifier @ Identifier
RESOLUTION @.000A89.00016F.oo1600> (1 23456 78> ( [11]22] FFJFEJABICD) )

NAMING SERVICE NAMING SERVICE

Internet domain name
Registry
REGISTRY

APPLICATIONS APPLICATIONS

[
>—-@%5>|@ *j ;

SECURITY supply-chain Citizen Smart Cities
Services )
%y -2
o O X )
TRUST =3 .
e-health Transportation Smart home
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