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afnic-| L=  Summary

B loT Challenges
B Interoperability and device mobility
» Building a Roaming Federation
* Prefetching DNS information
B Performance challenges
« Compressing Headers
« Minimize network traffic

B Afnic Vision



Labs lOoT — Diverse technologies & problems
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W ‘ Labs

Two main focus points




W‘ Labs DNS
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Enabling Interoperability
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2» Unencrypted ——> Encrypted communication based on generated session keys

>

==+« =% Unencrypted communication. Origin and integrity of the received data can be verified thanks to DNSSEC

-——— Encrypted communication thanks to PKI based on self-signed certificates
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Improving loT Device mobility — DNS Prefetching




Methodology - Traces
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Methodology - Scenarii

3 SCENARII
- No DNS Prefetching

- DNS prefetching on nearby gateway

- DNS prefetching using ML predictor
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Results

DNS requests handling from antennas
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Compression - Header Compression




Why Compress Headers?
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Source : https://www.ackl.io/technology/schc
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https://www.ackl.io/technology/schc

Experiment
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Results
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Compression — Payload Compression




Experimental Setup
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Results
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W TOMORROW, MASSIVE ADOPTION
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Afnic’s Vision

WINGS

Widening interoperability for networking Global supply
Chains
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DINS*

DNS Naming and Services for Secure Seamless loT

Il GREYCE®
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PIVOT*

Privacy-Integrated design and Validation in the consirained loT

LoRa Alliance’
DNS Service
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