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2MOTIVATION

• IoT is an extension of Internet adding Constrained devices and 
networks 

• Test a LoRaWAN roaming infrastructure using tested solutions in the 
Internet 

•  A PoC that is Open applicable for research purposes interoperable 
with other roaming solutions 

• Feedback to LoRaWAN backend specifications 

• Accelerate LoRaWAN Roaming adoption
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3USE-CASE
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4THOUGHTS ON A ROAMING INFRASTRUCTURE FOR RESEARCH USING LORAWAN
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510 INSTITUTIONS WHO HAVE EXPRESSED INTEREST

Already tested 
with 
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6REQUIREMENTS FOR THE ROAMING INFRASTRUCTURE

Should work with any 
ED compatible to 

LoRaWAN 
Specifications

Should work with any 
NS, AS, JS software 

compatible with LoRa 
and LoRaWAN 

backend specifications

Need for minimum Out 
of Band 

Configurations

Provide dynamic 
discovery

Support for federated 
Identity providers

Setup a anchor 
trustable by all (LA)
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7ISSUES AND SOLUTIONS

Issue – Use DNS Compatible Network Server stack

•Solution : Contribution to Chirpstack (chirpstack.io)  

Issue – Use a LoRaWAN DNS Service
•Solution : Setup of iotreg.net DNS Service (operated by Afnic) 

Issue – Securing Network backend components
•Solution – Setup of a DNS PKI infrastructure (Afnic as Root CA)

…to experiment the designed architecture…
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8ISSUES – REQUIRED CONFIGURATION PARAMETERS 

Peer Net-ID
Roaming Policy
Peer’s channel plan 
UDR Type 
Peer’s fNS URL 
Peer’s sNS URL 
Peer’s NS IP address 
Peer JS URL
Peer JS IP Address
Peer JS Http Credentials
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9DYNAMIC DISCOVERY - USING DNS FOR ROAMING & 0TAA
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10AFNIC’S API FOR DNS PROVISIONING
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11RF & IP SPACE
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12MESSAGE FLOW USING DNS FOR PASSIVE ROAMING
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13CONFIGURATION PARAMETERS - DNS BASED ROAMING

Peer Net-ID Not needed
Roaming Policy DNS Whitelist/Blacklist
Peer’s channel plan ?
UDR Type ?
Peer’s fNS URL Not needed
Peer’s sNS URL Not needed
Peer’s NS IP address Not needed
Peer JS URL Not needed
Peer JS IP Address Not needed
Peer JS Http Credentials ?
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14TRUST ANCHOR – CERTIFICATE PROVISIONING
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15CERTIFICATE PROVISIONING 

• https://github.com/AFNIC/IoTRoam-Tutorial/blob/master/QuickStart.md

https://github.com/AFNIC/IoTRoam-Tutorial/blob/master/QuickStart.md
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16CERTIFICATE VALIDATION
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17CONFIGURATION PARAMETERS - DNS BASED ROAMING

Peer Net-ID Not needed
Roaming Policy DNS Whitelist/Blacklist
Peer’s channel plan ?
UDR Type ?
Peer’s fNS URL Not needed
Peer’s sNS URL Not needed
Peer’s NS IP address Not needed
Peer JS URL Not needed
Peer JS IP Address Not needed
Peer JS Http Credentials Not needed



LoRa Alliance® Confidential

18IOTROAM ADVANTAGES

• No out of band configuration for NS/JS/AS  authentication 

• Authentication using port 443. Hence no worry about firewall settings 

• Scalable: Ready for billions of devices as the platform uses the classical DNS 
and TLS infrastructure that has been operationally tested in the Internet 

• No cost involved – Self-Signed Certificates and Open DNS infrastructure 

• For more info : https://github.com/AFNIC/IoTRoam-Tutorial/ 

• To participate in testing the Roaming Platform; contact 
Sandoche.Balakrichenan@afnic.fr AND antoine.bernard@afnic.fr

https://github.com/AFNIC/IoTRoam-Tutorial/
mailto:Sandoche.Balakrichenan@afnic.fr
mailto:andoche.Balakrichenan@afnic.fr
mailto:antoine.bernard@afnic.fr
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19DINS – ANR PROJECT



@LoRaAlliance

linkedin.com/company/loraalliance/

lora-alliance.org
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20
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21DNS RESILIENCY

• Using Multiple Nameservers

Client

Server

162.159.24.4

162.159.25.4

162.159.26.4

162.159.27.4

2400:cb00:2049:1::a29f:1904

2400:cb00:2049:1::a29f:1a04

2400:cb00:2049:1::a29f:1804

2400:cb00:2049:1::a29f:1b04
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22DNS RESILIENCY + LATENCY (1/2)

• Using Multiple Nameservers + Anycast

Client

Server

162.159.24.4

162.159.25.4

162.159.26.4

162.159.27.4

2400:cb00:2049:1::a29f:1904

2400:cb00:2049:1::a29f:1a04

2400:cb00:2049:1::a29f:1804

2400:cb00:2049:1::a29f:1b04
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23DNS RESILIENCY + LATENCY (2/2)

• Using Multiple Nameservers + Anycast
Server

Client

162.159.24.4

162.159.25.4

162.159.26.4

162.159.27.4

2400:cb00:2049:1::a29f:1a04

2400:cb00:2049:1::a29f:1b04
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24DNS CACHING (1/2)

• Number of Queries initially to obtain the IP address of the JS

Client

D.C.B.A.E.5.0.A.F.2.8.5.1.K 
.0.0.5.6.6.1.E.6.2.1.0.0.joineuis.lorawan.net

.

net

lorawan

joineuis

1

2

3

4

Operator  
JS

5
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25DNS CACHING (2/2)

• After caching, most of the time only one DNS query is needed to 
obtain the IP address of the JS

Client

D.C.B.A.E.5.0.A.F.2.8.5.1.K 
.0.0.5.6.6.1.E.6.2.1.0.0.joineuis.lorawan.net

.

net

lorawan

joineuis

Operator  
JS

1
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26SECURITY (1/2)

• What happens if an attacker gets access to the Zone file and modifies 
the information provisioned in the server?
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27SECURITY (2/2)

• What happens if an attacker spoofs the query and modifies the 
resolved IP address in the wire?



28
Split DNS 
If you do not want to expose your DNS servers to the public

INTERNAL  
NETWORK INTERNET

Internal  
   DNS 

External  
   DNS 

NO



29DNS scalability
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30SLA AGREEMENT FOR DNS TECHNICAL OPERATORS (SOURCE: ICANN)


