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Extending DNS and
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Afnic in brief

* French Network Information Center (NIC)

« Non-profit organization established in 1977

* Internet registry for .fr and French overseas territories (.gf, .bl, .gp, .mf, .mq, .om, .re, tf, .wf, .yt)

« Technical Backend operator (.paris, .bzh, .alsace,.corsica, .sncf, . mma, .ovh, .leclerc, bostik, .total, .aquarelle,

Jancaster & .museum)

« On a daily basis, we strive to contribute to:
 Secure & Stable Internet
* |nnovation
* French Internet playing a leading role
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aﬁa‘o | Lebs Terminologies

 |dentity — definable and recognizable

« "Sandoche-Macbook” is my Computer’s identity
* No unicity requirement

 |dentifier — Need not be recognizable
« IPv4, IPv6, MAC
» Social Security number, Passport Number
* Required to identify in a group. Unicity requirement in the group

« Address — Defines access Points and need not be recognizable
* Phone number, IP addresses (Addresses and Identifiers could be the same)
* Required to access the identity in a group
* Unicity requirement in the group scope



afnic-| =>s Human’s can infer Identity based on Context




aﬁa&‘ Labs Ask Questions if it is not possible to infer the context




aﬁao\ Labs  Issue with Computing Systems

THIS MACHINE
HAS NO BRAIN
USE YOUR OWN



afunic-| L=>s Conventions for Identifiers & Addresses

« Domain name
balakrichenan.fr, . @\h &I

 |P Address
192.134.4.84, 2001:db8:85a3:8d3:1319:8a2e:370:7348

“A name indicates what we seek. An address indicates where it is.

—Jon Postel, RFC 791
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afnic-| Lz=>s DNS is needed to link both domain names & IP address

A0

Web Server (69.171.229.11)

Web Pages & Graphic Files

WEB BROWSER




afnic-| L=bs Three steps to resolve an Identifier in the Internef

7 Mmz’ry Conventions 2. Provisioning

IETF is the SDO Ceom ) Corg ) Cnet ) (e ) O

- Domain names, URI (wikipedip (_ fsf ) (.. ]
- IP Addresses (IPv4/IPvé)

) () )

\ de.wikipedia.org.

3. Resolution

Identifiers Application

e www.afnic.fr
e labs@afnic.fr



http://www.afnic.fr/
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oﬁa&| Labs  Top Challenges in loT
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e—
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aﬁar/| Labs  Making the ‘T’ Identifiable in loT




aﬁa&| Labs  Naming Conventions in loT

RFC 2396 ISO/IEC 15459 ISO/IEC 29161 ISO 14223
URI Products & Packages loT Identification RFID for Animals

IEEE 1451 ISO 2108 BS 7666 GS1 GTIN
Smart Transducers Books UK Property Reference Number Trade Items

ISO 16739
Construction & Facility Management




Currently loT => I(ntranet)oT
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aﬁar/\ Labs  Naming Conventions, SDOs and Naming Services in loT

3 - .

Naming Conventions Naming Service

URI (e.g. Domain
names)

EPC GS1

OoID ITU and ISO/IEC

DOI ISO




aﬁa&\ Labs  Objective: loT Registry (More than 10 years of R&D)
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Provisioning = Establishing the route

“A name indicates what we seek. An address indicates where it is.
A route indicates how we get there.”

net apple fr
iotreg udid gsl
joineuis l netids 2b6f0cc904d137be2e1730235f5664094b831186 4.0.3
5.0.0.0.0 c0002f 2b6f0cc904d137be2e1730235f5664094b831186.udid.apple. 6.2.3.3.9.3
0.0.0.1e C0002f.netids.iotreg.net. 3.1.3.1
3.1.3.1.6.2.3.3.9.3.4.0.3.gs1.fr.
f.2.0.0.0.0.0
L [ GS1 Object Naming Service Standard ]

£2.0.0.0.0.0.0.0.1.e.5.0.0.0.0.joineui.iotreg.net.

0
[ LoRaWAN Backend Interfaces specification ]




aﬁuo‘ Labs Contributions in Provisioning & Resolution

DNS for leveraging loT protocols and infrastructures

23



Contribution

@

GS1 Object Name Service (ONS)
Version 2.0.1

Ratified Standard
Issue 2 January 31, 2013

24
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=
Ra Alliance” T52-1.1.0 LoRaWAN Backend Interfaces

L@Ra Alliance’

LoRaWAN® Backend Interfaces
Technical Specification (TS002-1.1.0)
Authored by the LoRa Alllance Technical Committee

Technical Committee Chair and Vice-Chair:
A.YEGIN (Actility), O.SELLER (Semtech)

(AFNIC), A BETOLAUD (Gemaito), E |
P.COLA ‘elecom)

{Sagemeom). . LEVASSEUR (8awygies Teecom), MPAULIAC
(Gemaito). N.SORNIN (Semtech), P.K.THOMSEN (Orbiwise), A.YEGIN (Actility)
Version: 1.1.0
Date: Oct 19, 2020
Status: Final

LOROAOWAN

Low Power, Wide Area (LPWA) networking protocol



LoRaWAN Backend Specifications

Provisioning




Dedicated LoRaWAN DNS Service

LoRaWAN DNS operations API®

[ Base URL: api.nic.fr/api/v2/ILoRaWAN_DNS ]

This API refers to LoRaWAN™ Backend Interfaces 1.0 Specification. It is intended to be used for LoRa Alliance Member who are willing to use the LoRa Alliance DNS service. LoRaAIlmopaalesModedicatedsubdonﬂum

resolve JoinServers and NetiDs, rooted at JOINEUIS.LORA-ALLIANCE ORG and NETIDS.LORA-ALLIANCE.ORG, respectively. This API Is developped by Afnic, www.afnic.1r, instity and the i P
DNS service,

Contact the developer

Schemes

JoinEUIs Manage your DNS joinEUIs records

[ /30inEVIs Get your joinFUls records list

IESA /30iemvts o pncuncs

[ /30inEULs Update a joinEU record
l /30inEUTs Delcte 2 jonEUl record
NetIDs Manage your DNS netiD record
[ /netIDs Getyour netlDs records list
[ /netIDs Update a netiD record




LoRaWAN Backend Specifications

LoRa RF Space IP Space

/J\\f A~ ~

) TSP
End-Device Radio Gateway Afnic Trusted DNS TSP TSP

Network Server Network Server Join-Server Application Server

- :

Resolution

Y

v

E—— Unencrypted 4——)» Encrypted communication based on generated session keys

— -« — - » Unencrypted communication. Origin and integrity of the received data can be verified thanks o DNSSEC

= == =P Encrypted communication thanks to PKI based on self-signed certificates




aﬁuo‘ Labs Ongoing research in Security & Privacy

DNS for leveraging loT protocols and infrastructures

31



Problem statement

Currently Pre-
shared Keys
(PSKs) are used

for securing loT
communication
with the AAA

server

Sharing the PSKs

is an operational
nightmare

Currently the
PSKs are

shared without
any security

such as ‘/\ '

From Med
Subject Re: Fwd: Re; Afnic ; offer #170010

ACCGSSib|e Viq NFC To plater@allorataciony,comsy
on mobile phones

Co Denoil frnpesu <bergilamnpeaudsniz.r- ®
To: Benoit Anpeau =2enoit.ampeavzalnic.fr=

@rEB.@BQ00 -4 i
DevEUI
Sensor settings DevAddress
70B305FF10055730
. 12066230
Mode (active/sleep)
Device address AppKey = 6E39AECO784 1 1AF6F93E9A2F4EL3B204

AppEUl = 70 B3 DS 7E F© @0 45 B3

JeB3D5EE1NQSR23]
16068231

AppKey =~ EAODOED4022CC37E9BF75F234A6F75CD
AppEUl = 76B3D57EFEOR46B

| 7¢B3D5£E10960232

A\

...sent via email

op
REF| 489165
201812 € €

Printed behind
the device



aﬁa&‘ Labs  Asymmetric Keys as in the Internet




afnic-| L=bs Objective DINS => End-to-End Security
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A Federated loT roaming
"™ Infrastructure using
LORaOWAN

IoTRoam: design and implementation of a federated IoT
roaming infrastructure using LoORaWAN
Sandoche Balakrichenan, Antoine Bernard, Michel Marot, Benoit Ampeau

» To cite this version:

Sandoche Balakrichonan, Antols Bosard, Michel Masot, Benost Ampens JoTRoam: deosign amd
Bupleentation of 4 fadeented 10T waming infrastricture using LORAWAN. 2021, hal-03100628v2

HAL Id: hal-03100628
https: //hal.archives-ouvertes.fr /hal-03100628v2
Propeist submitted on 7 May 2021
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loTRoam

A Federated loT roaming infrastructure
using LoORaAWAN
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loTRoam - Certificate Provisioning

Root CA

Intermediate CA

ﬁ b ﬁ ﬁ Leaf Certificates




loTRoam - Certificate Validation

Combined Trust Chain

Server Certificate

Intermediate Certificate

> -
TELESON W DOLVTECHNIGUE
mEg |
Telecom Sud Paris JS authenticated Afnic NS L

Network server Join server




Observe , "

/

TR TR,
(lass 0,1

loT Device

Class 2

loT Device

- IPv6 addr, EUI64
- dev_name AAAA
- dev certificate
- feature_name

‘ Serving Gulewuy '

- dev_name AAAA

- dev certificate
fingerprint TLSA

- owner certificate
fingerprint TLSA

- feature_name SRV

Imemei

Register Devm\
08

Verlly Id Divics

- owner id
- owner certificate

‘ - owner certificate ‘




afnic-| L=bs ls it possible to use Asymmetric Keys as in the Internet




PIVOT - French German collaboration

Privacy by design — Object Security

Multi-stakeholder name management that preserves privacy requirements and generates,
allocates, and resolves loT names globally—regardless of the loT applications or
networks.

Privacy friendly crypto library framework for ultra constrained loT devices integrated to
RIOT OS






Using DNS for Rule resolution - SCHC

DNS-based dynamic context resolution for SCHC

ICC 2020 - 2020 IEEE International Conference on Communications (ICC)
https://doi.org/10.1109/ICC40277.2020.9148910

100%
80%

60% )\
40%
20%

3

0% j\

0,1 1 10 100 1000

Time in ms

—&— Application Server Response Time without decompression
Application Server Response Time local context
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—¥— Application Server Response Time dns queried context



Provisioning LSTM Models in DNS

Embedding ML Algorithms onto LPWAN Sensors for Compressed
Communications — PIMRC 2021

Energy Consumption
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Merci ! et

Contact us |

sandoche.balakrichenan@afnic.fr
benoit.ampeau@afnic.fr

Association Francaise pour le Nommage Internet en Coopération

Immeuble Stephenson, 1 rue Stephenson, 78180 Montigny-le-Bretonneux, France
Tel. +33 (0)1 39 30 83 00

www.afnic.fr | contact@afnic.fr | Twitter : @AFNIC | Facebook : facebook.com/afnic.fr
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