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Afnic in brief
• French Network Information Center (NIC)
•
• Non-profit organization established in 1977

• Internet registry for .fr and French overseas territories (.gf, .bl, .gp, .mf, .mq, .pm, .re, tf, .wf, .yt) 

• Technical Backend operator (.paris, .bzh, .alsace,.corsica, .sncf, .mma, .ovh, .leclerc, bostik, .total, .aquarelle, 

.lancaster & .museum )

• On a daily basis, we strive to contribute to:
• Secure & Stable Internet
• Innovation
• French Internet playing a leading role



R&D collaborative projects
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Terminologies

• Identity – definable and recognizable
• ”Sandoche-Macbook” is my Computer’s identity
• No unicity requirement

• Identifier – Need not be recognizable
• IPv4, IPv6, MAC 
• Social Security number, Passport Number
• Required to identify in a group. Unicity requirement in the group

• Address – Defines access Points and need not be recognizable
• Phone number, IP addresses (Addresses and Identifiers could be the same)
• Required to access the identity in a group
• Unicity requirement in the group scope



Human’s can infer Identity based on Context

DNS course ..  Sandoche
Balakrichenan



Ask Questions if it is not possible to infer the context

Had dinner with..  Peter Which Peter?



Issue with Computing Systems



Conventions for Identifiers & Addresses

• Domain name
• balakrichenan.fr, .இ"தியா

• IP Address 
• 192.134.4.84, 2001:db8:85a3:8d3:1319:8a2e:370:7348



Humans are bad in remembering numbers and good in 
remembering names



DNS is needed to link both domain names & IP address



Three steps to resolve an Identifier in the Internet

IETF is the SDO

- Domain names, URI
- IP Addresses (IPv4/IPv6)

2. Provisioning1. Naming Conventions

ApplicationIdentifiers

• www.afnic.fr
• labs@afnic.fr

Naming Service

DNS

3. Resolution

http://www.afnic.fr/
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Top Challenges in IoT



Making the ‘T’ Identifiable in IoT



Naming Conventions in IoT



Currently IoT => I(ntranet)oT



Need = I(nternet)oT
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Identifier

IoT

REGISTRY

e-health Smart home

Smart CitiesCitizen 
Services

PROVISIONNING

RESOLUTION

NAMING SERVICE

Internet domain name
Registry

NAMING SERVICE

Supply-chain

Transportation

SECURITY

TRUST

Identifier

TODAY

TOMORROW, MASSIVE ADOPTION



Naming Conventions, SDOs and Naming Services in IoT



Objective: IoT Registry (More than 10 years of R&D)

DNS Service
Pr
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Resolution

Security
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PIVOT*
Privacy-Integrated design and Validation in the constrained IoT

DINS*
DNS Naming and Services for Secure Seamless IoT

WINGS
Widening interoperability for networking Global supply 

Chains

DONE

PoC

ONGOING

ONGOING
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Provisioning = Establishing the route

LoRaWAN Backend Interfaces specification

GS1 Object Naming Service Standard



• ONS : Standard

• LoRaWAN : Backend Specifications
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DNS for leveraging IoT protocols and infrastructures 

Contributions in Provisioning & Resolution
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ONSContribution



DNS
Root

"ons-peer.com"

ONS Peer 
Root

American
ONS

Local

ONS

"ons-peer.asia"

ONS Peer 
Root

Japanese
ONS

Local

ONS

French
ONS

Maltese
ONS

"ons-peer.eu"

ONS Peer 
Root

Local

ONS
Local

ONS

Provisioning

ONS Standard Evolution



Resolution

ONS Standard Evolution
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LoRaWAN
Low Power, Wide Area (LPWA) networking protocol

Contribution



Provisioning

LoRaWAN Backend Specifications

.

netnet

joineui netid

f.2.0.0.0.0.0.0.0.1.e.5.0.0.0.0.joineui.iotreg.net.  IN A 192.168.1.1
3.b.4.0.0.0.0.f.e.7.5.d.3.b.0.7.joineui.iotreg.net. IN A 192.168.1.3

…….

000000.netid.iotreg.net.  IN A 192.168.1.4
000001.netid.iotreg.net   IN A 192.168.1.5

…….

lorawan



Dedicated LoRaWAN DNS Service



Resolution

LoRaWAN Backend Specifications



• IoTRoam

• DINS

• PIVOT
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DNS for leveraging IoT protocols and infrastructures 

Ongoing research in Security & Privacy



Problem statement

Accessible via NFC
on mobile phones

Printed behind 
the device

Currently Pre-
shared Keys 

(PSKs) are used 
for securing IoT
communication 
with the AAA 

server

Sharing the PSKs 
is an operational 

nightmare

Currently the 
PSKs are 
shared without 
any security 
such as 

…sent via email

Photo created by mindandi - www.freepik.com



Asymmetric Keys as in the Internet

1

3
4

2



Objective DINS => End-to-End Security
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IoTRoam
A Federated IoT roaming 
infrastructure using 
LoRaWAN



A Federated IoT roaming infrastructure 
using LoRaWAN

USE-CASE

+10 IoTRoam supporters 

IoTRoam
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Already tested with

Book photo created by diana.grytsku - www.freepik.com



IoTRoam – Certificate Provisioning

Self-
Signs Root CA

Intermediate CA

Leaf Certificates

Signs

JS NS AS JS NS AS

Signs



IoTRoam – Certificate Validation

Network server Join server

IP address resolution



DiNS                 Project



Is it possible to use Asymmetric Keys as in the Internet



PIVOT – French German collaboration 

• Privacy by design – Object Security

• Multi-stakeholder name management that preserves privacy requirements and generates, 
allocates, and resolves IoT names globally—regardless of the IoT applications or 
networks. 

• Privacy friendly crypto library framework for ultra constrained IoT devices integrated to 
RIOT OS
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Other Research work



DNS-based dynamic context resolution for SCHC
ICC 2020 - 2020 IEEE International Conference on Communications (ICC)
https://doi.org/10.1109/ICC40277.2020.9148910

Using DNS for Rule resolution – SCHC



Embedding ML Algorithms onto LPWAN Sensors for Compressed 
Communications – PIMRC 2021

Provisioning LSTM Models in DNS
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Merci !
Contact us  !

sandoche.balakrichenan@afnic.fr
benoit.ampeau@afnic.fr 

http://www.afnic.fr/
mailto:contact@afnic.fr
http://www.afnic.fr/
mailto:contact@afnic.fr

