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It's about converting IoT naming conventions info DNS RR’s

L

We all know how to do it !

net apple fr
iotreg udid gsl
joineuis l netids 2b6f0cc904d137be2e1730235f5664094b831186 4.0.3
50.0.00 c0002f 2b6f0cc904d137be2e1730235f5664094b831186.udid.apple.  [6.2.3.3.93
0.0.01e C0002f.netids.iotreg.net. 3.1.3.1
3.1.3.1.6.2.3.3.9.3.4.0.3.gs1 fr.
£2.0.0.0.0.0
§ [ GS1 Object Naming Service Standard ]

£2.0.0.0.0.0.0.0.1.e.5.0.0.0.0.joineui.iotreg.net.

0
[ LoRaWAN Backend Interfaces specification ]







Example of standards using DNS for loT
Provisioning & Resolution

Naming Conventions SDO Naming Service
URI (e.g. Domain IETF DNS
names)
EPC GS1 ONS
OID ITU and ISO/IEC ORS

DOI ISO Handle



aﬁu& ‘ -abs contributions

DNS for leveraging loT protocols and infrastructures




Contribution

@

GS1 Object Name Service (ONS)
Version 2.0.1

Ratified Standard
Issue 2 January 31, 2013
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Contribution

We were/are not Radio experts

LoRa Alliance® T52-1.1.0 LoRaWAN Backend Interfaces

We were/are not Electronics/IoT devices experts
LoRa Alliance
- We know (a bit) about software

4 LoRaWAN® Backend Interfaces
a7 Technical Specification (TS002-1.1.0)

12 Authored by the Lofa Abance TechnicelCommines We know about security
51 Technical Committee Chair and Vice-Chair.
52 AYEGIN (Actlity), O.SELLER (Semtech)

Editor. .. .
B AV puing We know about provisioning
57  Contributors:
58 B.AMPEAU (AFNIC), S.BALAKRICHENAN (AFNIC), A BETOLAUD (Gemaito), E. BRUINZEEL
59 (KPN), J.CATALANO (Kerlink), P.CHRISTIN (Orange), P.COLA (Bouygues Telecom), P DUFFY
60 (Cisco), F.DYDUCH (Bouygues Telecom), J ERNST (Swisscom), E FORMET (Orange).
61 O.HERSENT (Actity), D.KJ AL (Senet), M. KUYPER (
62 MLEGOURRIEREC (Sagemcom), CLEVASSEUR (Bouygues Telecom), M.PAULIAC
63  (Gemalto). N.SORNIN (Semtech). P.K. THOMSEN (Orbiwise), A.YEGIN (Actility)

about trust

65 Version: 1.1.0
66  Date: Oct 19, 2020
67  Status: Final

erability...cause we know Int
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LoRaWAN Backend Specifications

Provisioning




Dedicated LoRaWAN DNS Service

LoRaWAN DNS operations API®

[ Base URL: api.nic.fr/api/v2/IoRaWaN_DNS )

This API refers to LoRaWAN™ Backend Interfaces 1.0 Specification. It is intended to be used for LoRa Alliance Member who are willing to use the LoRa Alliance DNS service. LoRaAIlamopaalestwadedicatedwbrkmﬂum

resolve JoinServers and NetiDs, rooted at JOINEUIS.LORA-ALLIANCE.ORG and NETIDS.LORA-ALLIANCE.ORG, respectively. This API Is developped by Afnic, www.afnic.1r, Instity and the i P
DNS service.

Contact the developer

Schemes

JoinEUIs Manage your DNS joinEUIs records

[ /30inEUIs Get your joinEUls records st

[ /3j0oinEUIs Creals a joinEUI record

[ /§0inEUTs Update a joinEUl record
l /§0inEUTs Delote 2 jonEUl record
NetlDs Manage your DNS netiD record
[ /netIDs Gotyour netiDs records list
| /netIDs Update a netiD record




LoRaWAN Backend Specifications

LoRa RF Space IP Space

/J\\f A~ ~

) TSP
End-Device Radio Gateway Afnic Trusted DNS Tsp TSP

Network Server Network Server Join-Server Application Server

- :

Resolution

Y

v

E—— Unencrypted 4——)» Encrypted communication based on generated session keys

— -« — - » Unencrypted communication. Origin and integrity of the received data can be verified thanks o DNSSEC

= == =P Encrypted communication thanks to PKI based on self-signed certificates




Problem statement

Adding Security using DNS infrastructure for
Key Sharing

Currently Pre-
shared Keys
(PSKs) are used

Sharing the PSKs
for securing loT
communication
with the AAA
server

is an operational
nightmare

Currently the
PSKs are
shared without

any security
such as

Re: Afnic ; offer #170010

Accessible via NFC " o pleter@eliorstactorycom

on mobile phones Co Denoil frnpesu <beroil.ainpess@yinic.r> %
To: Benoit Anpeau =senoit.ampeavzalnic.lr=
I =7 Cc:
Q@+ O@REQOT " 4
Deveul
SERSOF 32WiN0S DevAddress

FeBINSFF10G6A23Q
18068238

AppKey = 6E39AECO784 1 1AF6F93E9A2F4EL3B204

AppEUl = 70 B3 DS 7E F© @0 45 B3

7¢B3D5EE10GED231
1¢9069231

AppKey =~ EAODOED4022CC37E9BF75F234A6F75CD

AppEUIl = 7603D57CFBGR4663

| 7¢B3D5EE10960232

A\

sl LoRaWAN device ...sent via email

pevEUI: 0123456789ABCDEF
AppEUI: FEFCBA9876543210
AppKey: 0101010101010101
@ 489165 Printed behind

o c € the device
-




Adding Security using DNS
infrastructure

Using Internet Style CA based solutions

Operational Solution

Issues in using CA certificates — Cost/Size
For Cost — Self Signed Certificates

For Size — ECDH, New IETF Standards (e.qg:
LAKE)




Adding Security using DNS
infrastructure

Solution

DNSSEC

DANE (yes we have a new use-
case for DANE !)

3. Provision the hashed
Public key associating
with the Device ldentifier
DNSSEC/DANE

/r,é% AAA server
° o I
oo O o
2. Inject a light weighted O_ Q

version of X.509 and
private key

IETF ACE/LAKE WG n

1. Manufacturer creates Public/Private
key for the Device based on the Unique
Device Identifier

afc-
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HAL infrasfructure using
LORGWAN

IoTRoam: design and implementation of a federated IoT
roaming infrastructure using LoORaWAN
Sandoche Balakrichenan, Antoine Bernard, Michel Marot, Benoit Ampeau

» To cite this version:

Sandoche Balakricwnan, Aotolse Borard, Michel Masot, Benost Ampeas JoTRonm  donign amd
Buplementation of 4 fadented 10T waming infrastricture using LoRAWAN. 2021, hal-03100628v2

HAL Id: hal-03100628
https://hal.archives-ouvertes. fr /hal-03100628v2
Propeist ssbmitted on 7 May 2021

HAL is a multidisciplinary open accos
archive far the depost and dimessination of s
cutific rowarch documents, whether they are pab-

abevad, or froam public or private resenrch crutees.




loTRoam

A Federated loT roaming infrastructure
using LoORaWAN

Already tested with
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loTRoam - Certificate Provisioning

Root CA

Intermediate CA

Leaf Certificates




loTRoam - Cerlificate Validation

Combined Trust Chain

Server Certificate

Intermediate Certificate

aﬁu&| Labs | )( reccon I UMM

Telecom SudParis JS authenticated Afnic NS

Network server Join server







Observe , 7

/
/

S

loT Device

S

loT Device

- IPv6 addr, EUI64
- dev_name AAAA
- dev certificate
- feature_name

TR ‘ /\e Resolve
LD Att Resolve
Ot /}\e

‘ Serving Gateway '

e
e
’

4
7’
7z

- dev_name AAAA

- dev certificate
fingerprint TLSA

- owner certificate
fingerprint TLSA

- feature_name SRV

Register Device

YN
Imemgi A VQ‘

7 Verify Id Is Device

- owner id
- owner certificate

‘ - owner certificate '




PIVOT - French German collaboration
Privacy by design — Object Security
Multi-stakeholder name management that preserves privacy requirements and generates,

allocates, and resolves loT names globally—regardless of the loT applications or
networks.

Privacy friendly crypto library framework for ultra constrained loT devices integrated to
RIOT OS






Using DNS for ‘Rules’ provisioning in extending IPvé to loT

App

200 bytes to
over 2KB

20 Bytes

Cost of e2e
encryption:

4 Bytes

+ 10 to 20 Bytes

8 Bytes SCHC
40 Bytes
6LoWPAN
App 0-10 Bytes
20 Bytes
IPv6 ubp
Ethernet / Wifi / PPP IEEE 802.15.4 / BLE LPWAN
1000s bytes 100s bytes 10s bytes

Source: https://www.ackl.io/technology/schc



Using DNS for Rule resolution - SCHC

DNS-based dynamic context resolution for SCHC

ICC 2020 - 2020 IEEE International Conference on Communications (ICC)
https://doi.org/10.1109/ICC40277.2020.9148910

100%
80%

60% -

>

40%

20%

j\

A

0,1 1 10 100 1000
Time in ms

0%

—&— Application Server Response Time without decompression
Application Server Response Time local context

—&— Application Server Response Time http requested context

—¥— Application Server Response Time dns queried context

Adding SCHC increase packet
processing time up to 8ms

Using DNS to query the context
would take up to 20ms

HTTP requests are much slower
(around 750ms)



Provisioning LSTM Models in DNS

Embedding ML Algorithms onto LPWAN Sensors for Compressed
Communications — Submitted to PIMRC 2021

Energy Consumption

Card 1
5V USB ' . Computation Card
Almentaton 7 i —
e | E RN -
N & Alimentation !.Q .
W0 ‘
"“\%ic/ | -ﬁ _
S ;
STM32L476RG
o — X-NUCLEO- LPMOlA Backend
SPIBUS
Energy Consumption
carcz Transmission : O
Sr oy
sz Cuy Q@\O&\%%\o\
Moy, 3v3 7
‘lor Alimentation «
5V USB
Alimentation .
X-NUCLEO-LPMO1A SXLIZIOMBIMAS

DNS experimentation in progress



loT Onboarding to AWS loT Core

A centralization example

Enact Birth

. 2

' Policy *If CSR included in #1,
- "4 3 Present Cert is signed and
B4 Bootstrap Cert returned in #3.
S * plus CSR

< “3 + Official Cert
S Payload

Execute
Provisioning

4. send Ownership Token Template

& Specify Provisioning % —> —_—
Template loT Core
Customer <
Device 6 Respond with outcome of

provisioning transaction

=

Provisioning
Transaction

[} Y
s y
S -
-

- w-‘
7

Custom
Provisioning
Validation

Activate
Certificate

Create Thing /
Groups

Assign
Production
Policy

*CSR use case modifications

Source: Amazon

It's already packaged by big players

®



The Future Scenario ?

Massive loT is here

google

iotreg

o)

joineui [ 2b6f0cc904d137be2e1730235f5664094b831186 ] I 403 I

£2.0.0.0.0.0.0.0.1..5.0.0.0.0 joineui.iotreg.google IN A 192.168.1.1 000000.netid.iotreg.google. INA 192.168.1.4 3 _ o
35.4.0000fe75d3b07 joneu iotreg.google INA 192 168.1.3 000001 nefid.iotreg.google INA 192.168.15 2060cc904d137be2e 17 3023556640940831186 udd. apple. | 6.233.9 |

3.1.316.233.93403.gs1.amazon
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Merci | et

Contact us |

sandoche.balakrichenan@afnic.fr

benoit.ampeau@afnic.fr

Association Francaise pour le Nommage Internet en Coopération

Immeuble Stephenson, 1 rue Stephenson, 78180 Montigny-le-Bretonneux, France
Tel. +33 (0)1 39 30 83 00

| | Twitter : @ AFNIC | Facebook : facebook.com/afnic.fr


http://www.afnic.fr/
mailto:contact@afnic.fr
http://www.afnic.fr/
mailto:contact@afnic.fr

Backup / sources




Vision — Using DNS infrastructure as the PKI for IoT

DNS

0,
o o
° ? /3. Provision the hashed Public key

associating with the Device Identifier

&
a o] AAA server
? xx
o s O oo
(XX | [ @ JEERXIAXS
—
©_

2. Inject a light weighted version
of X.509 and private key <

edl

1. Manufacturer creates Public / Private key for
the Device based on the Unique Device Identifier



Root CA

Signs

{ Telecom Sud J { Afnic Labs } Intermediate CA
Paris
v * . * * Leaf Certificates
(=) (=) (=) (=] (=] (=]




Source: Amazon

loT Onboarding to AWS loT Core

Enact Birth
Policy

4. send Ownership Token

& Specify Provisioning
Template

*If CSR included in #1,
Cert is signed and
returned in #3.

Execute
Provisioning
5. Template

6 Respond with outcome of
+  provisioning transaction

—> —
loT Core

= Provisioning
Transaction

D ——

17}

Custom
Provisioning
Validation

Activate
Certificate

Create Thing /
Groups

Assign
Production
Policy

*CSR use case modifications







LoRa RF Space IP Space

/_/\ A —
I TSP D
. . Afnic TSP TSP
End-Device Radio Gateway Network Server Network Server Trusted DNS Join-Server Application Server
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> Unencrypted 4—) Encrypted communication based on generated session keys

Unencrypted communication. Origin and integrity of the received data can be verified thanks to DNSSEC

----- P Encrypted communication thanks to PKI based on self-signed certificates



A Future Scenario

google facebook amazon
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