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IoT Provisioning in the DNS

Frame photo created by jannoon028 - ww.freepik.com



We all know how to do it !
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It’s about converting IoT naming conventions into DNS RR’s

LoRaWAN Backend Interfaces specification

GS1 Object Naming Service Standard
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DNS Camel



Naming Conventions SDO Naming Service

URI (e.g. Domain 
names)

IETF DNS

EPC GS1 ONS

OID ITU and ISO/IEC ORS

DOI ISO Handle

Example of standards using DNS for IoT  
Provisioning & Resolution



• ONS : Standard 

• LoRaWAN : Protocol 

• IoTRoam : Open architecture 

• Research Papers / PhD
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DNS for leveraging IoT protocols and infrastructures 

 
	  	   contributions 

Designed by katemangostar / Freepik
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ONSContribution
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Resolution

ONS Standard Evolution
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LoRaWAN 
Low Power, Wide Area (LPWA) networking protocol

Non-IP IoT Technology
We were/are not Radio experts

We were/are not Electronics/IoT devices experts

We know (a bit) about software

We know about security

We know about provisioning

We know about trust

We know about Interoperability…cause we know Internet

Contribution



Provisioning

LoRaWAN Backend Specifications

.

netnet

joineui netid

f.2.0.0.0.0.0.0.0.1.e.5.0.0.0.0.joineui.iotreg.net.  IN A 192.168.1.1 
3.b.4.0.0.0.0.f.e.7.5.d.3.b.0.7.joineui.iotreg.net. IN A 192.168.1.3 

…….

000000.netid.iotreg.net.  IN A 192.168.1.4 
000001.netid.iotreg.net   IN A 192.168.1.5 

…….

iotreg



Dedicated LoRaWAN DNS Service



Resolution

LoRaWAN Backend Specifications



Adding Security using DNS infrastructure for 
Key Sharing

Problem statement

Accessible via NFC 
 on mobile phones

Printed behind  
the device

Currently Pre-
shared Keys 

(PSKs) are used 
for securing IoT 
communication 
with the AAA 

server

Sharing the PSKs 
is an operational 

nightmare

Currently the 
PSKs are 
shared without 
any security 
such as 

…sent via email
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• Using Internet Style CA based solutions 

• Issues in using CA certificates – Cost/Size 

• For Cost – Self Signed Certificates  

• For Size – ECDH, New IETF Standards (e.g: 
LAKE)

Adding Security using DNS 
infrastructure

Operational Solution

Photo created by mindandi - www.freepik.comBusiness photo created by jcomp - www.freepik.com



Solution

DNSSEC 

DANE (yes we have a new use-
case for DANE !)

Adding Security using DNS 
infrastructure 
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IoTRoam
A Federated IoT roaming 
infrastructure using 
LoRaWAN



A Federated IoT roaming infrastructure 
using LoRaWAN

USE-CASE 

+10 IoTRoam supporters 

IoTRoam
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Already tested with

Book photo created by diana.grytsku - www.freepik.com



IoTRoam – Certificate Provisioning

Self-
Signs Root CA

Intermediate CA

Leaf Certificates 

Signs

JS NS AS JS NS AS

Signs



IoTRoam – Certificate Validation

Network server Join server

IP address re
solution

Telecom SudParis JS authenticated Afnic NS
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Collaborative research 
projects



DiNS                 Project



PIVOT – French German collaboration 

• Privacy by design – Object Security 

• Multi-stakeholder name management that preserves privacy requirements and generates, 
allocates, and resolves IoT names globally—regardless of the IoT applications or 
networks.  

• Privacy friendly crypto library framework for ultra constrained IoT devices integrated to 
RIOT OS 
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Papers and related 
works in progress



SCHC (RFC 8724)

Using DNS for ‘Rules’ provisioning in extending IPv6 to IoT

Source: https://www.ackl.io/technology/schc



• Adding SCHC increase packet 
processing time up to 8ms 

• Using DNS to query the context 
would take up to 20ms 

• HTTP requests are much slower 
(around 750ms)

DNS-based dynamic context resolution for SCHC 
ICC 2020 - 2020 IEEE International Conference on Communications (ICC) 
https://doi.org/10.1109/ICC40277.2020.9148910

Using DNS for Rule resolution – SCHC



• DNS experimentation in progressEmbedding ML Algorithms onto LPWAN Sensors for Compressed 
Communications – Submitted to PIMRC 2021

Provisioning LSTM Models in DNS



Source: Amazon

It’s already packaged by big players  

☹
A centralization example

IoT Onboarding to AWS IoT Core



Massive IoT is here
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The Future Scenario ?

Background vector created by rawpixel.com - www.freepik.com



People vector created by pch.vector - www.freepik.com

Conclusion Could we do something as a group?



Association Française pour le Nommage Internet en Coopération 
  

Immeuble Stephenson, 1 rue Stephenson, 78180 Montigny-le-Bretonneux, France 
Tel. +33 (0)1 39 30 83 00 

  

www.afnic.fr | contact@afnic.fr | Twitter : @AFNIC | Facebook : facebook.com/afnic.fr 

Association Française pour le Nommage Internet en Coopération 
  

Immeuble Stephenson, 1 rue Stephenson, 78180 Montigny-le-Bretonneux, France 
Tel. +33 (0)1 39 30 83 00 

  

www.afnic.fr | contact@afnic.fr | Twitter : @AFNIC | Facebook : facebook.com/afnic.fr 

Merci !

Contact us  ! 

sandoche.balakrichenan@afnic.fr 

benoit.ampeau@afnic.fr 

http://www.afnic.fr/
mailto:contact@afnic.fr
http://www.afnic.fr/
mailto:contact@afnic.fr
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Backup / sources



Vision – Using DNS infrastructure as the PKI for IoT
DNS

2. Inject a light weighted version 
of X.509 and private key 

IETF ACE/LAKE WG

3. Provision the hashed Public key 
associating with the Device Identifier      

DNSSEC / DANE

AAA server 

1. Manufacturer creates Public / Private key for 
the Device based on the Unique Device Identifier 



Afnic
Self-
Signs Root CA

Intermediate CA

Leaf Certificates 

Signs

Telecom Sud 
Paris Afnic Labs

JS NS AS JS NS AS

Signs



IoT Onboarding to AWS IoT Core

Source: Amazon
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DNS Camel



End-Device Radio Gateway Afnic 
Network Server

TSP  
Network Server Trusted DNS TSP 

Join-Server

 LoRa RF Space IP Space

TSP 
Application Server

Unencrypted communication. Origin and integrity of the received data can be verified thanks to DNSSEC
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JAccept
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Unencrypted Encrypted communication based on generated session keys

Encrypted communication thanks to PKI based on self-signed certificates



A Future Scenario

.

google

joineui netid

f.2.0.0.0.0.0.0.0.1.e.5.0.0.0.0.joineui.iotreg.google IN A 192.168.1.1 
3.b.4.0.0.0.0.f.e.7.5.d.3.b.0.7.joineui.iotreg.google.IN A 192.168.1.3 

…….

iotreg

facebook

iotreg

apple
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2b6f0cc904d137be2e1730235f5664094b831186

2b6f0cc904d137be2e1730235f5664094b831186.udid.apple.

amazon

gs1

4.0.3

6.2.3.3.9

3.1.3.1

3.1.3.1.6.2.3.3.9.3.4.0.3.gs1.amazon 

000000.netid.iotreg.google. IN A 192.168.1.4 
000001.netid.iotreg.google  IN A 192.168.1.5 

…….


