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The « things » in the 10T
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Difference between things in the
Internet and IoT

IP addresses

¢ & §

051 5-7 (application,
presentation, session)

TCP /IP stack

0S!4 (transport)

0513 (Network)

0511-2 (data link,
physical)




IoT is currently I(Intranet) of Things




Need = I(Internet) of Things
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Internet Architecture

[
App lication App lications:
Presentation TELNET, FTP, SMTP, POP, WWW, . _
Sesgion
Transport TCP Tranapert: ULP
[ Foung
MNetwork [ChF Nﬂ;?rk' Profocols
AFRF RARP
Link
Link:
Physical ETHERNET, TOKEN RING, X235, ..
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Different definitions of IoT

Reach (who/what is impacted by the concept)

)

.

Objects/Devices

%

Machines

St Wikpedia, Wotineey, ol Anaktic

Web of Internet (os we know it)
Things

YA setof
software
architectural
styles ond
programmving
potterns that 3
objects to be M
part of the “Technologies that affow both wireless and
world wide wived systems to comununicate with other

web. * devices of the same type”

s8]

Virtual world

‘o3
Physical world

Scope
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Basic 10T Architecture

[
Server Side Cloud Server Side Cloud
TCP /UDP
e e
Ethernet WiFi
" Bluetooth
MFC Low Energy MOTT-SN
Amu.mo

Elad

Source : WSO2

ZigBee
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IoT Reference Architecture
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Source : WSO2 reference architecture
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Identifiers and resource
discovery
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Resolving the Internet identifier to its
resource in the Internet

I
Application
Resolution o
g0 >
Identifiers o e : 4

Naming Service -

: Ty -
www.afnic.fr L
-
balakrichenan@afnic.fr [[77777777 _—
~~§$3" \\;\V l\‘"

Provisioning (Hierarchical)

> . o > . 2 . i
Nusinig Authiority Naming convention for the Identifiers

(root) IETF .
- Domain names, URI
/ | - IP Addresses (IPv4/IPv6)
fr eu com
afnic  telecom-sudparis europa google
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Getting the things identifiable
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IoT Identification standards

IETF

| Uniform Resource Identifier

| Domain Name

http://wwwltomw.net.au

GS1

0

{D1) 1 9312345&? 89 i._l

GS1 Ccmpany Pref:x
Logistical Variant
Application |dentifier
ltern Reference
Check Digit

ISO/IEC 15459

= LEXYZ1234567890

T

ISO 2108
EAMN
Group
1 Group
Publisher Publisher
Title Title
Check digit Check digit
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Consumer industry using DN

[ ]
Application
Resolution — o BR
Naming Convention = EPC i ;.:m .
e B
@'"12345%67890 -
Manufacturer Code Product Code | I
Nurcnl?:'rag}::rum 3 Guard Bars Chacl Digit
I”
’f
A
01.0000389.000162.000169740 v

Header Company Code Product Code  Serial Number
8 bits 28 bits 24 bits 36 bits




Resource discovery in the Intern

Waebsite #2 Website #n

Web browser client Website #1
[with human user)

(B]) List of URIs that

[1) Web crawlers discower
answer search request

(3) Web search request & copy websites

e
a—

[4) Lookup index
F—

Bulk
Database

Optimized
Index

-—
[5) List of URIs that

[2) Create
answer guery

index

Query Servers
Search Engine complex

Source : InterDigital Communications, Inc
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Resource discovery in the 10T -

RD-1
Domain (Office)
~ \
II [ Scanner 1
\
/ ‘ /Sh anner-n ,I
Resource Dixectory ‘___Lp'_*l__
(RD-1)
RD-n
Domain (City Buses)
\ - \\\
N
N
\
\
\
1
cee !
Bus-r /
/‘ /
2 \ ’,/
Resour ce Directory S
(RD-n) \ //
s Bus-2 ___—”‘
Source : InterDigital

Communications, Inc
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Resource discovery in IoT — mD

DNS-SD

Client 2
M\
li
mDNS | C ent3
Lachc, /. \
| mDNS ’

Client 1 ‘(“h‘/
// 2 \

\ Send

\Cane/ “Whois Client 37
o 224.0.0.251:5353

/‘ \

NS ) '
(,ache/

(a) mDNS Request Client 4

C_Ii}jﬂtZ
[ ’=" \‘\\
|
\ mDNS |
- / l \,
Chtntl : .
~ K\

[ & \ “Send \Cachc/
a0y ﬁm'slr"
\Cnchc/

to %‘O.ZSI 15353

/ v \‘.
. mDNS |

\
achc
fllcm 4

(b) mDNS Response

Source : Kookmin Univeristy
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Communication
technologies for IoT

N\



Major communication standards at the
PHY/MAC layer
I

FEE 802454 | 802154 MAC enhancements
NUC g iss EEE P19012MAC

IEEE 802154 | IEEE 8021549 | IEEEP1901.2
2AGHzDSSS | (rsk Dsss, oFom PHY

IEEE 802.1 || IEEE8023 | o6 56,7 | IEEE 80216

Source : Open standards reference model
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Internet Hour glass model

email VWWV phone...

SMWIRPUHTIRRTE
TGP UDPR...

ethernet PPP...
CSMA async sonet...

copper fiber radio...
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Source : Wikipedia
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IP adaptation requirement fo

IoT

Metwork Header
MAC [ PHY

Network Payload =

o> Network Payload

IP Payload

IP Header
Network Header
802.3/11 Header

Source : Silabs Inc.
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Network Header
MAC [/ PHY

IP Payload
IP Header
802.3/11 Header

IP Payload
IP Header
802.3/11 Header

IP Payload

IP Header

'

Metwork Header
MAC f PHY

\

802.3/11 Header

IP Payload
IP Header

802.3M11 Header
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Encapsulation in the Interne

Source : Wikipedia

Data
UDFP | UDP
header| data
he]aizer IP data
}:E:a HE Frame data g;’;f

Application

Transport

Internet

Link
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Adaptation to IP for IoT - Standards
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IoT — Network Layer Encapsulation
Protocols — 6LoWPAN

TCP/IP Protocol Stack

HTTP RTP

TCP UDP ICMP

P

Ethernet MAC

Ethernet PHY

Source : Prof. Dr. Mesut Giines * 6. 6LoOWPAN

Application
Transport
Network

Data Link

Physical

6LoWPAN Protocol Stack

Application

T TG
UbP  |) ICMP

IPv6 with LoOWPAN
\____—/

IEEE 802.15.4 MAC

IEEE 802.15.4 PHY
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IoT — Network Layer Encapsulation
Protocols — 6TiSCH

[
The Internet of Things Stack -
e [

UDP
Internet Integration
6LoWPAN
scheduling
Low-power reliability IEEE802.15.4e

simple hardware IEEE802.15.4

Source : IPv6 & ToT conference




IoT — Network Layer Encapsulation

Protocols — 6L.o

I
IPv6
6Lo (for DECT-ULE)
DECT-ULE DLC
DECT-ULE MAC
IPvE DECT-ULE PHY
6Lo (for G.9959)
G.9959 LLC
G.9959 SAR o
G.9959 MAC
G.9959 PHY
O-eeee- o D
IPv6 o
6LOWPAN S
802.15.4 MAC
802.15.4 PHY Lol
6Lo (for BLE)
BLE L2CAP
BLE link layer
BLE physical layer

Internet
(of Things)

O

IPv6

6Lo (for NFC)

NFC LLCP

NFC activities

NFC digital protocol

IPv6
6Lo (for MS/TP)
MS/TP
R5-485
IPv6
6Lo (for 1901.2)
1901.2 MAC
1901.2 PHY
IPve
6Lo (for 802.11ah)
. 802 LLC

802.11ah MAC

802.11ah PHY

&3 olBR

NFC RF analog

6LBR (smartphone)
Sensor/actuator node
Wireless link

Wired link

Source : From 6LoWPAN to 6Lo: Expanding the Universe of IPv6-Supported Technologies for the Internet of Things
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Application protocols in the Internet -

HTTP HTTP
Client Server

HTTP GET /light

HTTP 200 OK (application/xml)

Source : Silabs

TTP

_______ TCP 2-way termination 5
Sl o o s s —
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Application protocols in the IoT - Co

Endpoints Service

Resource

— register ——p RLTFRLEAN < discover

Endpoint

CoAP

Endpoint s DUD/SUD = ST 4= pub/sub
Broker

Source : Silabs

Applications
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Application protocols in the IoT - MQQ

Source : Silabs

Ly Bubish 4 -

Sensor data

MQTT Broker

(<)
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g
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Sor dala

Laptop

Mobile
Device
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Data serialization format for the IoT

Character- |Concise
based Binary
Document-
Oriented XM I_ EXI
Data-
oriented | JSON [ CBOR
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Questions ?



