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Health check
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Connectivity

DNS Health check
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DNSSEC

Name Server

Delegation



Basic tools
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üDNS errors – dig, nslookup



Comprehensive verification of a DNS zone using Zonemaster 
(1/2) 
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Comprehensive verification of a DNS zone using Zonemaster 
(1/2) 
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Web interface
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You can implement Zonemaster tool for your internal use
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Target Users
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ü End-user

ü Domain administrators

ü Registries

ü Registrars

ü Geeks



Zonemaster in brief
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ü Open Source Project

ü Source code written in Perl & Java Script (BSD-2 License)

ü Documentation (CC BY 4.0 License)

ü Aim – to be the state-of-art checking tool for Internet domain names

ü Can check delegated and non-delegated zones

ü Provides CLI/Web/API interfaces

ü Provides high/medium/low levels of output

ü Provides different output formats – Web/Text/JSON

ü Currently supports outputs in English, French and Swedish

ü Can be tailored for your needs  



Architecture
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Functional  breakdown
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CLI method

Web GUI method

Batch method
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Requirements
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Requirements to test case mapping
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Documentation (1/2)
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ü All test specifications are documented

ü Classified into 8 categories 
ü Basic

ü Address

ü Connectivity

ü Consistency

ü Delegation

ü DNSSEC

ü Name Server

ü Syntax



Documentation (2/2)
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Implementation
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ü Perl

ü Engine
üPerl library (Zonemaster::*), which implements all functionality for 

testing
ü  Functionality for logging results

ü CLI
ü Backend

üJSON RPC interface to the engine. Can be used by other apps
ü Javascript + Perl

ü GUI
ü C

ü LDNS
üResolver functionality built on ldns (Net::LDNS)



How to run a test from the CLI?
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Options from the CLI
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Log – Human readable
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Log – Raw format
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Log – JSON
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Log Levels
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Policy – to decide on the severity level of the resutls
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Policy – to decide which test cases to run
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Config
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Config filter – to have fine grained control over the tests
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Configurable features from the GUI
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Running a batch test from the backend using JSON-RPC (1/2)

29



Running a batch test from the backend using JSON-RPC (2/2)
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Using Zonemaster from your application
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Use Zonemaster;

# execute a test
my @log  = Zonemaster->test_zone( ‘rmll.info’ );
my @json = Zonemaster->logger->json( ‘NOTICE’ );

# get name servers of a zone
my @zone = Zonemaster->zone( ‘rmll.info’ );
my @nameservers = join( ‘ ‘, @{ $zone->ns_names } );



Using Zonemaster from your application
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Use Zonemaster;

# execute a test
my @log  = Zonemaster->test_zone( ‘rmll.info’ );
my @json = Zonemaster->logger->json( ‘NOTICE’ );

# get name servers of a zone
my @zone = Zonemaster->zone( ‘rmll.info’ );
my @nameservers = join( ‘ ‘, @{ $zone->ns_names } );



Zonemaster Usage
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ü CIRA has an installation for .ca

ü DK Hostmaster has an installation for .dk

ü Pingdom is using Zonemaster

ü RIPE NCC is working on an installation

ü Regsitrars like ovh and GoDaddy have recommended Zonemaster to 

their users

ü CENTR (Council for European Top Level Domains) is planning to use 

Zonemaster

ü IIS and Afnic are dedicated to support Zonemaster

ü Users and contributors are welcome



References
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ü Try out Zonemaster at https://zonemaster.net

ü Information regarding installation, OS support, documentation, different    

    modules can be found here : https://github.com/dotse/zonemaster

ü To contact the team

ü contact@zonemaster.net

ü zonemaster-users@lists.iis.se 

ü zonemaster-devel@lists.iis.se (Development related questions)
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www.afnic.fr
contact@afnic.fr

Twitter : @AFNIC
Facebook : afnic.fr

Thank you !


