Why DNS should be the
Naming Service for IoT?
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Some terminology

¥

Identity

- Definable and recognizable (.e.g. “Sandoche’s
Apple Watch™)

- Need not be unique and does not need to follow
any particular “naming convention”

Identifier

- Identifying an object. Could be physical or virtual
- Need to be unique and follow a particular “naming
convention”
- E.g. UDID is the naming convention for Apple
watches which is as follows :
“2b6f0cc904d137be2e1730235f5664094b83118

Addressing

- Identifying an object uniquely in the scope of
communication

- Need to be unique and follow a particular “naming
convention”

- E.g. IPv4/IPv6, MAC
- Address & Identifier can be the same (or) different

Naming Service

- Mapping the unique identifier to its appropriate
unique service/information

- Apple watch uses the identifier “UDID” to communicate with
an iPhone/iPad for service discovery
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Making the things identifiable in IoT
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IoT applications — Farming industry without DNS

Akisai Cloud Alert mail
Identifier MAC address Provisioning

R A - 00-17-4F-08-50-69

MAC: 00-17-4F -08-5D-6 - Blocks — assigned to vendors by the
IEEE

Naming convention = EUI-48 and EUI-64 - Adapters - assigned by the vendor from
its block
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IoT - Consumer Industry without DNS
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IoT - Consumer Industry provisioning

EPC Provisioning (Hierarchical)

Naming Authority

GS1 Prefix (Country Code)

Company Code

Product ID

Serial number
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IoT - Consumer Industry using DNS

Application

Resolution
Naming Convention = EPC

-~

> -
1l 11 ™

c7aon 1l
0712345767890 "' H
Manufacturer Code Product Code | T
4
’
Number S{stem 3 Guard Bars Checl Digit ,’
Character 4
4
4
,/
4
4
4

01.0000389.000162.000169740

Header Company Code Product Code Serial Number
8 bits 28 bits 24 bits 36 bits




IoT - Consumer Industry FQDN

(EPC)
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IoT - LoRaWAN Industry eco-system
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Detailed view of the LoRa network

Operator “A” Application Server “A”
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Operator “B” Application Server “B”
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Portability issues in LoORaWAN

D

End-device Operator A Application
Gateway B

=

Home Network But, the GW forwards ‘\\
is Operator A the join request to “u & How does 'B'
Operator B know the home

network (i.e.

O tor B
perator operator ‘A’)?
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Possible solution for portability using DNS

Home Network But, the GW forwards
is Operator A the join request to
Operator B




Requirements for a naming service

v Must be scalable
v Must work for legacy and new naming conventions

v" Should work for hierarchical and flat identifiers

DNS satisfies
all the requirements
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Standardisation in naming service

v |ldentifier : Domain names, URI etc.
v SDO : IETF
v' Naming Service : DNS

v |dentifier : EPC
v SDO : GS1
v' Naming Service : ONS (Overlay over DNS)

v' |dentifier : OID

v SDO : ITU and ISO/IEC

v' Naming Service : ORS (Overlay over DNS)
v' |dentifier : DOI

v SDO : ISO
v' Naming Service : Handle
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