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Problem 1 : Name resolution ambiguity

Jlocal (gTLD)




Problem 2 : Name collision (Certificates)




Problem 2 : Real use case

) hups & www.site
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This is not a new problem.
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Why so much noise now?

Number of Delegations in the Root Zone
588
520
453
=
a
L]
L]
385
318
—
251 e
b - - - - L
% 2 % % = %
% 2 @ i) % %
=2 2 > = w2y &
Date
Delegation (TLD) Count







Private TLDs

unit-de1.
ad-domain. local

unit=dc2.
ad-domain.local

unit-clientt, IE
ad-domain.local 4

L unit-client2.

! i local
unit-server, m ad-domain.loca
ad-domain.local

unit-client3,
unit-server?. ad-domain.local

ad-domain.local

Internal Active Directory Namespace




Search list

ahmic-




Device behaviors
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DITL

v' Started from 2006

v' DNS Queries captured for 48 hrs.

v' 7 TB data in compressed PCAP

v" Stored in DNS-OARC servers

v’ Access to this data only for DNS-OARC members




DITL 2013

v 1.7TB
v' ~ 39 Billion DNS queries




.bzh exemple

Total query with .bzh as TLD = 39512

M [Pv4 (35891)=91%
M IPv6 (3621)=9%




Pioneer strings
v’ géographique
v marques
v/ association
v’ bretagne
v lorient
v brest
v’ rennes
v kemper
v pennarbed
v  ovh
v orange
v institut-locarn

v  WWW




Filtered queries that had pioneer strings

Pionnier strings

www.institut-locarn.bzh
www.ovh.bzh

- @




(Unique)

Total = 226

M Unique IPv4 =197
W Unique IPv6 =29

www.institut-locarn.bzh o )
www.institut-locarn.bzh > www.institut-locarn.bz
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RFC 1918
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Identification possibility
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Filtering RFC 1918 adresse

Unique Pionnier
strings




Different sources (At organization or ISP level)

Occurrences

W SFR
B Orange
Bouygues
W Microsoft Hosting
Google translate
M Hotmail
Free SAS
m Oleane
M Beijing Baidu national science and technology

m Others
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Reducing the scope

v" Most queries seen at the DITL will not have come from the end user
v' Possible to obtain the end-user query by asking the ISP or the
organization to look at the query logs based on "Timestamp". But, time
consuming and legal issues prevall

v What we could do is to reduce the scope




Mitigation
v Several reasons for name collisions
v There is no one magic solution
v Number of solutions
v' Revoke internal certs
v Turn off search list

v Internal private TLD to use a delegation from the global DNS

v Monitor




